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Information	Technology	—	Programming	Languages	—	Guidance	to	avoiding	

vulnerabilities	in	programming	languages	—	Vulnerability	descriptions	for	

the	programming	language	Python	

1.	Scope	
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3.	Terms	and	definitions,	symbols	and	conventions	

3.1	Terms	and	definitions	
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'//1C44"i0O6226K;D"<"
344Q<&&TTTS6P0O6226K;DSHCK&P/C2&1D462605>;D8>J/C;41D2>
DOKP605
Enums	for	Python	(Python	recipe)S"WDS8SXS"A64016768"J0CK"
.H4176$4;46<"344Q<&&HC86S;H417654;46SHCK&06H1Q65&Z=+*=&
GC/6K;DV"$S"WDS8SXS"Extension	Writing	Part	I:	Introduction	to	PHP	

and	ZendS"A64016768",",V"+)V"J0CK"j6D8":676/CQ60"jCD6<"
344Q<&&867`CD6S`6D8SHCK&9*9&6\46D51CD>T0141D2>Q;04>1>
1D40C8OH41CD>4C>Q3Q>;D8>̀6D8&
#5;;HV".S"GS"W)*+*V"*Z")9XS"Python	IntroductionS"A64016768"*,"+)V"
)*++V"J0CK"
344Q5<&&5OP76051CDS;K601H;DS68O&;15;;H&DC465&QL43CDBH/;55S\34
K/k1D40C8OH41CD>4C>436>1D460Q06460
fO4`V"gS"W)**?XS"Learning	Python."$6P;54CQC/V"(.<"%lA61//L"g681;V"
#DHS
fO4`V"gS"W)*++XS"Programming	Python."$6P;54CQC/V"(.<"%lA61//L"
g681;V"#DHS
g;046//1V".S"W)**ZXS"Python	in	a	Nutshell."$6P;54CQC/V"(.<"%lA61//L"
g681;V"#DHS
IC0T;[V"hS"WDS8SXS"10	Python	PitfallsS"A64016768"*,"+9V")*++V"J0CK"
+*"NL43CD"N14J;//5<"
344Q<&&`6Q3L0J;/HCDSC02&/;P5&QL43CDmQ14J;//5S34K/
N1/201KV"gS"W)**BXS"Dive	Into	Python.

Python	GotchasS"WDS8SXS"A64016768"J0CK"
344Q<&&TTTSJ602SC02&Q0CU6H45&QL43CDm2C4H3;5S34K/
5CO0H6V"GS"WDS8SXS"Big	List	of	Portabilty	in	PythonS"A64016768"Z"+)V"
)*++V"J0CK"54;H[C760J/CT<"
344Q<&&54;H[C760J/CTSHCK&]O6541CD5&+YY9++Y&P12>/154>CJ>
QC04;P1/14L>1D>QL43CD
The	Python	Language	ReferenceS"WDS8SXS"A64016768"J0CK"
QL43CDSC02<"
344Q<&&8CH5SQL43CDSC02&06J606DH6&1D86\S34K/k06J606DH6>1D86\
F1//":164`V"NS"fS"WDS8SXS"Understanding	Integer	Overflow	in	C/C++S"
A64016768"9",V")*+)V"J0CK"
344Q<&&TTTSH5SO4;3S68O&n062630&Q;Q605&C760J/CT+)SQ8J!!!"#K%

Formatted:"?=5.0

Deleted: "
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body<"	@36"QC041CD"CJ";"HCKQCOD8"54;46K6D4"43;4"JC//CT5"436"36;860S"#4"K;L"HCD4;1D"C4360"HCKQCOD8"WD65468X"
54;46K6D45S"

boolean<"."40O43"7;/O6"T3606"True 6]O17;/6DH65"4C";DL"DCD>`60C"7;/O6";D8"False 6]O17;/6DH65"4C"`60CS"

(CKKCD/L"6\Q065568"DOK601H;//L";5"+"W40O6XV"C0"*"WJ;/56X"PO4 06J606DH68";5"True ;D8"FalseS 

built-in<	. "JODH41CD"Q0C71868"PL"436"NL43CD"/;D2O;26"1D401D51H;//L"T143CO4"436"D668"4C"1KQC04"14"WH;//68"436V"str, 
slice, typeXS"
class<	."Q0C20;K"86J1D68"4LQ6"T31H3"15"O568"4C"1D54;D41;46"CPU6H45";D8"Q0C7186";4401PO465"43;4";06"HCKKCD"4C";//"
436"CPU6H45"43;4"14"1D54;D41;465S"

comment<	(CKK6D45";06"Q06H6868"PL";"3;53"5LKPC/"bkcS"

complex	number<	."DOKP60"K;86"OQ"CJ"4TC"Q;045"6;H3"6\Q065568";5"J/C;41D2>QC1D4"DOKP605<";"06;/";D8";D"
1K;21D;0L"Q;04S"@36"1K;21D;0L"Q;04"15"6\Q065568"T143";"40;1/1D2"OQQ60"C0"/CT60"H;56"oJ C0"joS"

compound	statement<	."540OH4O06"43;4"HCD4;1D5";D8"HCD40C/5"CD6"C0"KC06"54;46K6D45S"

CPython<"@36"54;D8;08"1KQ/6K6D4;41CD"CJ"NL43CD"HC868"1D".I$#"QC04;P/6"(S"

81H41CD;0L<	."PO1/4>1D"K;QQ1D2"HCD51541D2"CJ"`60C"C0"KC06"[6L&7;/O6"oQ;105oS"R;/O65";06"54C068";D8"064016768"O51D2"
[6L5"T31H3"H;D"P6"CJ"K1\68"4LQ65"WT143"5CK6"H;76;45"P6LCD8"436"5HCQ6"CJ"4315";DD6\XS"

docstring<	%D6"C0"KC06"/1D65"1D";"OD14"CJ"HC86"43;4"56076"4C"8CHOK6D4"436"HC86S":CH5401D25";06"0640167;P/6";4"0OD>
41K6S"

exception<	.D"CPU6H4"43;4"6DH;Q5O/;465"436";4401PO465"CJ";D"6\H6Q41CD"W;D"600C0"C0";PDC0K;/"676D4XS"A;151D2";D"
6\H6Q41CD"15";"Q0CH655"43;4"H06;465"436"6\H6Q41CD"CPU6H4";D8"Q0CQ;2;465"14"430CO23";"Q0CH655"43;4"15"CQ41CD;//L"
86J1D68"1D";"Q0C20;KS"f;H[1D2";D"6\H6Q41CD"l3;D8/60oV"NL43CD"460K1D;465"436"Q0C20;K"T143";D"600C0"K655;26S"

floating-point	number<	."06;/"DOKP60"6\Q065568"T143";"86H1K;/"QC1D4V";D"6\QCD6D4"6\Q065568";5";D	OQQ60"C0"
/CT60"H;56"o6"C0"'o"C0"PC43"WJC0"6\;KQ/6V"1.0, 27e0, .456XS	

function<"."20COQ1D2"CJ"54;46K6D45V"614360"PO1/4>1D"C0"86J1D68"1D";"Q0C20;K"O51D2"436"def 54;46K6D4V"T31H3"H;D"

P6"H;//68";5";"OD14S 

garbage	collection<	@36"Q0CH655"PL"T31H3"436"K6KC0L"O568"PL"OD06J606DH68"CPU6H4";D8"43610"D;K65Q;H65"15"
06H/;1K68S"NL43CD"Q0C71865";"gc"KC8O/6"4C";//CT";"Q0C20;K"4C"8106H4"T36D";D8"3CT"2;0P;26"HC//6H41CD"15"8CD6S"

global<"."7;01;P/6"43;4"15"5HCQ68"4C";"KC8O/6";D8"H;D"P6"06J606DH68"J0CK";DLT3606"T1431D"436"KC8O/6"1DH/O81D2"
T1431D"JODH41CD5";D8"H/;5565"86J1D68"1D"43;4"KC8O/6S"

guerrilla	patching<	./5C"[DCTD";5"gCD[6L"N;4H31D2V"436"Q0;H41H6"CJ"H3;D21D2"436";4401PO465";D8&C0"K643C85"CJ";"
KC8O/6^5"H/;55";4"0OD>41K6"J0CK"CO45186"CJ"436"KC8O/6S"

immutability<	@36"H3;0;H4601541H"CJ"P61D2"ODH3;D26;P/6S"$401D25V"4OQ/65V";D8"DOKP605";06"1KKO4;P/6"CPU6H45"1D"
NL43CDS"

import<	."K6H3;D15K"43;4"15"O568"4C"K;[6"436"HCD46D45"CJ";"KC8O/6";HH6551P/6"4C"436"1KQC041D2"Q0C20;KS"
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inheritance<	@36";P1/14L"4C"86J1D6";"H/;55"43;4"15";"5OPH/;55"CJ"C4360"H/;5565"WH;//68"436"5OQ60H/;55XS"#D36014;DH6"O565"
;"K643C8"065C/O41CD"C0860"WgA%X"4C"065C/76"06J606DH65"4C"436"HC006H4"1D36014;DH6"/676/"W43;4"15V"14"065C/765"
;4401PO465"WK643C85";D8"7;01;P/65XXS"

instance<	."51D2/6"CHHO006DH6"CJ";"H/;55"43;4"15"H06;468"PL"H;//1D2"436"H/;55";5"1J"14"T;5";"JODH41CD"WJC0"6\;KQ/6V"a = 

Animal())S"

integer<	.D"1D46260"H;D"P6"CJ";DL"/6D243"PO4"15"KC06"6JJ1H16D4/L"Q0CH65568"1J"14"H;D"P6"1D460D;//L"06Q0656D468"PL";"
9)"C0"ZB"P14"1D46260S"#D46260"/1460;/5"H;D"P6"6\Q065568"1D"P1D;0LV"86H1K;/V"CH4;/V"C0"36\;86H1K;/"JC0K;45S"

keyword<	.D"186D41J160"43;4"15"06560768"JC0"5Q6H1;/"K6;D1D2"4C"436"NL43CD"1D460Q06460"WJC0"6\;KQ/6V"ifV"elseV"

forV"classXS"

lambda	expression<	."HCD76D16D4"T;L"4C"6\Q0655";"51D2/6"064O0D"JODH41CD"54;46K6D4"T1431D";DC4360"54;46K6D4"
1D546;8"CJ"86J1D1D2";"56Q;0;46"JODH41CD";D8"06J606DH1D2"14S"

list<	.D"C086068"56]O6DH6"CJ"`60C"C0"KC06"146K5"T31H3"H;D"P6"KC81J168"W43;4"15V"15"KO4;P/6X";D8"1D86\68S"

literals<	."5401D2"C0"DOKP60"WJC0"6\;KQ/6V"'abc', 123, 5.4XS"IC46"43;4";"5401D2"/1460;/"H;D"O56"614360"8COP/6"

]OC46"WbX"C0"51D2/6";QC540CQ36"Q;105"WpX"4C"86/1K14";"5401D2S"

membership<	#J";D"146K"CHHO05"T1431D";"56]O6DH6"14"15"5;18"4C"P6";"K6KP60S"NL43CD"3;5"PO1/4>1D5"4C"4654"JC0"
K6KP60531Q"WJC0"6\;KQ/6V"if a in bXS"(/;5565"H;D"Q0C7186"K643C85"4C"C7600186"PO1/4>1D"K6KP60531Q"46545S"

module<	."J1/6"HCD4;1D1D2"5CO0H6"/;D2O;26"W43;4"15V"54;46K6D45X"1D"NL43CD"WC0";DC4360X"/;D2O;26S"."KC8O/6"3;5"145"
CTD"D;K65Q;H6";D8"5HCQ6";D8"K;L"HCD4;1D"86J1D141CD5"JC0"JODH41CD5";D8"H/;5565S"."KC8O/6"15"CD/L"6\6HO468"T36D"
J1054"1KQC0468";D8"OQCD"06/C;81D2S"

mutability<	@36"H3;0;H4601541H"CJ"P61D2"H3;D26;P/6S"f1545";D8"81H41CD;0165";06"4TC"6\;KQ/65"CJ"NL43CD"CPU6H45"43;4"
;06"KO4;P/6S"

D;K6<"."7;01;P/6"43;4"06J606DH65";"NL43CD"CPU6H4"5OH3";5";"DOKP60V"5401D2V"/154V"81H41CD;0LV"4OQ/6V"564V"PO1/41DV"
KC8O/6V"JODH41CDV"C0"H/;55S"

namespace<	."Q/;H6"T3606"D;K65"065186"T143"43610"06J606DH65"4C"436"CPU6H45"43;4"436L"06Q0656D4S"'\;KQ/65"CJ"
CPU6H45"43;4"3;76"43610"CTD"D;K65Q;H65"1DH/O86<"P/CH[5V"KC8O/65V"H/;5565V";D8"JODH41CD5S"I;K65Q;H65"Q0C7186";"
T;L"4C"6DJC0H6"5HCQ6";D8"43O5"Q0676D4"D;K6"HC//151CD5"51DH6"6;H3"OD1]O6"D;K6"6\1545"1D"CD/L"CD6"D;K65Q;H6S"

none<	."DO//"CPU6H4S"

number<	.D"1D46260V"J/C;41D2"QC1D4V"86H1K;/V"C0"HCKQ/6\"DOKP60S"

operator<	ICD>;/Q3;P641H"H3;0;H4605V"H3;0;H4605V";D8"H3;0;H460"5401D25"43;4"3;76"5Q6H1;/"K6;D1D25"T1431D"
6\Q06551CD5"WJC0"6\;KQ/6V"+, -, not, isXS"

overriding<"(C81D2";D";4401PO46"1D";"5OPH/;55"4C"06Q/;H6";"5OQ60H/;55";4401PO46S"

package<	."HC//6H41CD"CJ"CD6"C0"KC06"C4360"KC8O/65"1D"436"JC0K"CJ";"8106H4C0LS"



	

4	 !"#$%&#'(")* +, "- ".//"012345"06560768"
"

Deleted: 9

pickling:	@36"Q0CH655"CJ"5601;/1`1D2"CPU6H45"O51D2"436"pickle KC8O/6S"

polymorphism:	@36"K6;D1D2"CJ";D"CQ60;41CD"- "26D60;//L";"JODH41CD&K643C8"H;//"- "86Q6D85"CD"436"CPU6H45"P61D2"
CQ60;468"OQCDV"DC4"436"type	CJ"CPU6H4S"%D6"CJ"NL43CD^5"[6L"Q01DH1Q/65"15"43;4"CPU6H4"1D460J;H65"5OQQC04"CQ60;41CD5"
062;08/655"CJ"436"4LQ6"CJ"CPU6H4"P61D2"Q;5568S"_C0"6\;KQ/6V"5401D2"K643C85"5OQQC04";88141CD";D8"KO/41Q/1H;41CD"
UO54";5"K643C85"CD"1D462605";D8"C4360"DOK601H"CPU6H45"8CS"

recursion:	@36";P1/14L"CJ";"JODH41CD"4C"H;//"1456/JS"NL43CD"5OQQC045"06HO051CD"4C";"/676/"CJ"+V***"OD/655"43;4"/1K14"15"
KC81J168"O51D2"436"setrecursionlimit JODH41CDS"

scope:"@36"7151P1/14L"CJ";"D;K6"15"145"5HCQ6S".//"D;K65"T1431D"NL43CD"6\154"T1431D";"5Q6H1J1H"D;K65Q;H6"T31H3"15"4168"
4C";"51D2/6"P/CH[V"JODH41CDV"H/;55V"C0"KC8O/6"1D"T31H3"436"D;K6"T;5"/;54";5512D68";"7;/O6S"

script<	."OD14"CJ"HC86"26D60;//L"5LDCDLKCO5"T143";"program	PO4"O5O;//L"HCDDC465"HC86"0OD";4"436"3123654"/676/";5"
1D"bscripts	run	modules”S"

self<	iL"HCD76D41CDV"436"D;K6"2176D"4C";"H/;55^"1D54;DH6"7;01;P/6S"

sequence<	.D"C086068"HCD4;1D60"CJ"146K5"43;4"H;D"P6"1D86\68"C0"5/1H68"O51D2"QC514176"DOKP605S"NL43CD"Q0C71865"
43066"PO1/4>1D"56]O6DH65<"5401D25V"4OQ/65V";D8"/1545S"I6T"56]O6DH65"H;D";/5C"P6"86J1D68"1D"/1P0;0165V"6\46D51CD"
KC8O/65V"C0"T1431D"H/;5565S"

set<".D"ODC086068"56]O6DH6"CJ"`60C"C0"KC06"146K5"T31H3"8C"DC4"D668"4C"P6"CJ"436"5;K6"4LQ6S"$645"H;D"P6"J0C`6D"
W1KKO4;P/6X"C0"ODJ0C`6D"WKO4;P/6XS"

short-circuiting	operators<	%Q60;4C05"and ;D8"or H;D"53C04>H10HO14"436"67;/O;41CD"CJ"43610"CQ60;D8"1J"436"/6J4	

5186"67;/O;465"4C"40O6"W1D"436"H;56"CJ"436"orX"C0"J;/56"W1D"436"H;56"CJ"andXS"_C0	6\;KQ/6V"1D"436"6\Q06551CD"a or 

bV"43606"15"DC"D668"4C"67;/O;46"b 1J"a 15"TrueV	/1[6T156"1D"436"6\Q06551CD"a and bV"43606"15"DC"D668"4C"67;/O;46"

b 1J"a 15"FalseS	

statement<	.D"6\Q06551CD"43;4"26D60;//L"CHHOQ165"CD6"/1D6S"gO/41Q/6"54;46K6D45"H;D"CHHOQL"436"5;K6"/1D6"1J"
56Q;0;468"PL";"56K1HC/CD"W;X"PO4"4315"15"760L"ODHCD76D41CD;/"1D"NL43CD"T3606"6;H3"/1D6"4LQ1H;//L"HCD4;1D5"CD6"

54;46K6D4S"

string<	."PO1/4>1D"56]O6DH6"CPU6H4"HCD51541D2"CJ"CD6"C0"KC06"H3;0;H4605S"eD/1[6"K;DL"C4360"/;D2O;265V"NL43CD"
5401D25"H;DDC4"P6"KC81J168"W43;4"15V"436L";06"o1KKO4;P/6oX";D8"436L"8C"DC4"3;76";"460K1D;41CD"H3;0;H460S"

tuple<	."56]O6DH6"CJ"`60C"C0"KC06"146K5"WJC0"6\;KQ/6V"(1,2,3) C0"("A", "B", "C"))S"@OQ/65";06"

1KKO4;P/6";D8"K;L"HCD4;1D"81JJ606D4"CPU6H4"4LQ65"WJC0"6\;KQ/6V"(1, "a","5.678))S"

variable<	NL43CD"7;01;P/65"W43;4"15V"D;K65X";06"DC4"/1[6"7;01;P/65"1D"KC54"C4360"/;D2O;265">"436L";06"D6760"86H/;068"
436L";06"8LD;K1H;//L"06J606DH68"4C"CPU6H45V"436L"3;76"DC"4LQ6V";D8"436L"K;L"P6"PCOD8"4C"CPU6H45"CJ"81JJ606D4"
4LQ65";4"81JJ606D4"41K65S"R;01;P/65";06"PCOD8"6\Q/1H14/L"WJC0"6\;KQ/6V"a = 1 P1D85"a 4C"436"1D46260"1X";D8"

ODPCOD8"1KQ/1H14/L"WJC0"6\;KQ/6V"a=1; a=2)S"#D"436"/;54"6\;KQ/6V"a 15"PCOD8"4C"436"CPU6H4"W7;/O6X"1 436D"

1KQ/1H14/L"ODPCOD8"4C"43;4"CPU6H4"T36D"PCOD8"4C"2 >";"Q0CH655"[DCTD";5"06P1D81D2S"R;01;P/65"H;D";/5C"P6"

ODPCOD8"6\Q/1H14/L"O51D2"436"del"54;46K6D4"WJC0"6\;KQ/6V"del a, b, cXS"
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4.	Language	concepts	

@36"[6L"HCDH6Q45"815HO5568"1D"4315"56H41CD";06"DC4"6D4106/L"OD1]O6"4C"NL43CD"PO4"436L";06"1KQ/6K6D468"1D"NL43CD"
1D"T;L5"43;4";06"DC4"1D4O14176"4C"D6T";D8"6\Q6016DH68"Q0C20;KK605";/1[6S"

Dynamic	Typing	- "."J06]O6D4"5CO0H6"CJ"HCDJO51CD"15"NL43CD^5"8LD;K1H"4LQ1D2";D8"145"6JJ6H4"CD"7;01;P/6"
;5512DK6D45"Wname"15"5LDCDLKCO5"T143"variable"1D"4315";DD6\XS"#D"NL43CD"43606";06"DC"54;41H"86H/;0;41CD5"CJ"
7;01;P/65">"436L";06"H06;468V"06PCOD8V";D8"86/6468"8LD;K1H;//LS"_O04360V"7;01;P/65";06"DC4"436"CPU6H45"43;4"436L"
QC1D4"4C">"436L";06"UO54"06J606DH65"4C"CPU6H45"T31H3"H;D"P6V";D8"J06]O6D4/L";06V"PCOD8"4C"C4360"CPU6H45";4";DL"41K6<"

a = 1 # a is bound to an integer object whose value is 1 
a = 'abc' # a is now bound to a string object 

R;01;P/65"3;76"DC"4LQ6"- "436L"06J606DH6"CPU6H45"T31H3"3;76"4LQ65"43O5"436"54;46K6D4"a = 1"H06;465";"D6T"
7;01;P/6"H;//68"a"43;4"06J606DH65";"D6T"CPU6H4"T3C56"7;/O6"15"1";D8"4LQ6"15"1D46260S"@3;4"7;01;P/6"H;D"P6"86/6468"

T143";"del"54;46K6D4"C0"PCOD8"4C";DC4360"CPU6H4";DL"41K6";5"53CTD";PC76S""A6J60"4C"ZS) "@LQ6"$L546K"q#hIr"JC0"

KC06"CD"4315"5OPU6H4S"_C0"436"QO0QC56"CJ"P06714L"4315";DD6\"CJ46D"406;45"436"460K"7;01;P/6"WC0"D;K6X";5"P61D2"436"
CPU6H4"T31H3"15"46H3D1H;//L"1DHC006H4"PO4"51KQ/60S""_C0"6\;KQ/6V"1D"436"54;46K6D4"a = 1, 436"DOK601H"CPU6H4"a"15"

;5512D68"436"7;/O6"1S"#D"06;/14L"436"D;K6"a"15";5512D68"4C";"D6T/L"H06;468"object"CJ"4LQ6"1D46260"T31H3"15";5512D68"

436"7;/O6"1S"

"HC7605"8LD;K1H"4LQ1D2"1D"KC06"864;1/S"

Mutable	and	Immutable	Objects">"IC46"43;4"1D"436"54;46K6D4<"a = a + 1, NL43CD H06;465";"new"CPU6H4"

T3C56"7;/O6"15"H;/HO/;468"PL";881D2"1"4C"436"7;/O6"CJ"436"HO006D4"CPU6H4"06J606DH68"PL"aS"#JV"Q01C0"4C"436"6\6HO41CD"

CJ"4315"54;46K6D4"a^5"CPU6H4"3;8"HCD4;1D68";"7;/O6"CJ"1,"436D";"D6T"1D46260"CPU6H4"T143";"7;/O6"CJ"2"TCO/8"P6"

H06;468S"@36"1D46260"CPU6H4"T3C56"7;/O6"T;5"1 15"DCT"K;0[68"JC0"86/641CD"O51D2"2;0P;26"HC//6H41CD"WQ0C71868"DC"

C4360"7;01;P/65"06J606DH6"14XS"IC46"43;4"436"7;/O6"CJ"a"15"DC4"OQ8;468"1D"Q/;H6V"43;4"15V"436"CPU6H4"06J606DH65"PL"a"
8C65"DC4"51KQ/L"3;76"1";8868"4C"14";5"TCO/8"P6"4LQ1H;/"1D"C4360"/;D2O;265S"@36"06;5CD"4315"8C65"DC4"3;QQ6D"1D"

NL43CD"15"P6H;O56"1D46260"CPU6H45V";5"T6//";5"5401D2V"DOKP60";D8"4OQ/65V";06"1KKO4;P/6"- "436L"H;DDC4"P6"H3;D268"
1D"Q/;H6S"%D/L"/1545";D8"81H41CD;0165"H;D"P6"H3;D268"1D"Q/;H6"- "436L";06"KO4;P/6S"#D"Q0;H41H6"4315"065401H41CD"CJ"DC4"
P61D2";P/6"4C"H3;D26";"KO4;P/6"CPU6H4"1D"Q/;H6"15"KC54/L"40;D5Q;06D4"PO4";"DC4;P/6"6\H6Q41CD"15"T36D"1KKO4;P/6"
CPU6H45";06"Q;5568";5";"Q;0;K6460"4C";"JODH41CD"C0"H/;55S"$66"6.22	Initialization	of	Variables	[LAV]"JC0";"865H01Q41CD"
CJ"4315S"

@36"OD860/1D2";H41CD5"43;4";06"Q60JC0K68"4C"6D;P/6"436"apparent"1D>Q/;H6"H3;D26"8C"DC4"OQ8;46"436"1KKO4;P/6"
CPU6H4"- "436L"H06;46";"D6T"CPU6H4";D8"bQC1D4c"436"7;01;P/6"4C"D6T"CPU6H4S"@315"H;D"P6"Q0C76D";5"P6/CT"W436"id"

JODH41CD"064O0D5";D"CPU6H4^5";880655X<"

a = 'abc' 
print(id(a))#=> 30753768 
a = 'abc' + 'def' 
print(id(a))#=> 52499320 
print(a)#=> abcdef 

Deleted: "

Deleted: 'S9"@LQ6"$L546K"q#hIr

Deleted: Section	6.42	Violations	of	the	Liskov	Substitution		
Principle	or	the	Contract	Model		[BLP] !!!"#L%

Deleted: 'SB9"'\40;"#D401D51H5"qfAgr
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@36"OQ8;41D2"CJ"CPU6H45"06J606DH68"1D"436"Q;0;K64605"Q;5568"4C";"JODH41CD"C0"H/;55"15"2C760D68"PL"T364360"436"
CPU6H4"15"KO4;P/6V"1D"T31H3"H;56"14"15"OQ8;468"1D"Q/;H6V"C0"1KKO4;P/6"1D"T31H3"H;56";"/CH;/"HCQL"CJ"436"CPU6H4"15"
H06;468";D8"OQ8;468"T31H3"3;5"DC"6JJ6H4"CD"436"Q;5568"CPU6H4S"@315"15"865H01P68"1D"KC06"864;1/"1D"6.32	Passing	

Parameters	and	Return	Values	[CSJ]S"

5.	General	guidance	for	Python	

5.1	Top	avoidance	mechanisms		

';H3"7O/D60;P1/14L"/15468"1D"H/;O56"Z"Q0C71865";"564"CJ"T;L5"43;4"436"7O/D60;P1/14L"H;D"P6";7C1868"C0"K1412;468S"
g;DL"CJ"436"K1412;41CD5";D8";7C18;DH6"K6H3;D15K5";06"HCKKCDS"@315"5OPH/;O56"Q0C71865"436"KC54"KC54"
6JJ6H4176";D8"436"KC54"HCKKCD"K1412;41CD5V"4C264360"T143"06J606DH65"4C"T31H3"7O/D60;P1/14165"436L";QQ/LS"@36"
06J606DH65";06"3LQ60/1D[68"4C"Q0C7186"436"06;860"T143"6;5L";HH655"4C"43C56"7O/D60;P1/14165"JC0"0;41CD;/6";D8"
JO04360"6\Q/C0;41CDS"@36"K1412;41CD5"Q0C71868"3606";06"1D";88141CD"4C"436"CD65"Q0C71868"1D"@A")B==)>+V"H/;O56",SB"

@36"6\Q6H4;41CD"15"43;4"O5605"CJ"4315"8CHOK6D4"T1//"8676/CQ";D8"O56";"HC81D2"54;D8;08"P;568"CD"4315"8CHOK6D4"
43;4"15"4;1/C068"4C"43610"015["6D710CDK6D4S		
	

Number	 Recommended	avoidance	mechanism	 References	

+" :C"DC4"O56"J/C;41D2>QC1D4";0143K641H"T36D"1D462605"C0"PCC/6;D5"
TCO/8"5OJJ1H6	

"

) " e56"CJ"6DOK60;41CD"06]O1065"H;06JO/";446D41CD"4C"06;8;P1/14LV"
Q60JC0K;DH6V";D8"5;J64LS"@3606";06"K;DL"HCKQ/6\V"PO4"O56JO/"
T;L5"4C"51KO/;46"6DOK5"1D"NL43CD"q"W'DOK5"JC0"NL43CD"WNL43CD"
06H1Q6XXr;D8"K;DL"51KQ/6"T;L5"1DH/O81D2"436"O56"CJ"5645<""

HC/C05"s"tl068lV"l2066DlV"lP/O6lu"
1J""068""1D"HC/C05<"Q01D4Wl7;/18"HC/C0lX"

i6";T;06"43;4"436"46H3D1]O6"53CTD";PC76V";5"T143";/KC54";//"
C4360"T;L5"4C"51KO/;46"6DOK5V"15"DC4"5;J6"51DH6"436"7;01;P/6"
H;D"P6"PCOD8"4C";DC4360"CPU6H4";4";DL"41K6S""

6D"JODH41CD5"064O0D"600C0"7;/O65V"H36H["436"600C0"064O0D"7;/O65"P6JC06"
Q0CH6551D2";DL"C4360"064O0D68"8;4;S	

"

9" 'D5O06"43;4"T36D"6\;K1D1D2"HC86"43;4"LCO"4;[6"1D4C";HHCOD4"
43;4";"7;01;P/6"H;D"P6"PCOD8"WC0"06PCOD8X"4C";DC4360"CPU6H4"WCJ"
5;K6"C0"81JJ606D4"4LQ6X";4";DL"41K6S"

Z	

""B" .7C18"1KQ/1H14"06J606DH65"4C"2/CP;/"7;/O65"J0CK"T1431D"JODH41CD5"4C"
K;[6"HC86"H/6;060S"#D"C0860"4C"OQ8;46"2/CP;/5"T1431D";"JODH41CD"C0"
H/;55V"Q/;H6"436"2/CP;/"54;46K6D4";4"436"P621DD1D2"CJ"436"JODH41CD"
86J1D141CD";D8"/154"436"7;01;P/65"5C"14"15"H/6;060"4C"436"06;860"T31H3"
7;01;P/65";06"/CH;/";D8"T31H3";06"2/CP;/"WJC0"6\;KQ/6V"2/CP;/";V"PV"HXSS	

	

, " e56"CD/L"5Q;H65"C0"4;P5V"DC4"PC43V"4C"1D86D4"4C"86K;0["HCD40C/"J/CTS""
I6760"O56"JC0K"J668"H3;0;H4605"JC0"1D86D4;41CD	

"

Deleted: [	See	Template]	[Thoughts	welcomed	as	to	what	
could	be	provided	here.	Possibly	an	opportunity	for	the	
language	community	to	address	issues	that	do	not	correlate	to	
the	guidance	of	section	6.	For	languages	that	provide	non-
mandatory	tools,	how	those	tools	can	be	used	to	provide	
effective	mitigation	of	vulnerabilities	described	in	the	
following	sections]	

Formatted:"<=/8):2 "J5B+5.0"3+-.0""1!@K"*82"'()*+ ",-.+/0 ""1
(.2"345+"6()*4570""6457:+2""<=">9::+.6"=/"598>+/457

Formatted:"J5B+5.0"3+-.0""1!@K"*82"'()*+ ",-.+/0 ""1"(.2"345+
6()*4570""6457:+2",BM96."6()*+ ">+.N++5"3).45")5B",64)5".+O.2
,BM96."6()*+ ">+.N++5",64)5".+O.")5B"598>+/6

Formatted:"?=5.0$$"(.2"<=."A=:B

Formatted:"?=5.0<=."A=:B2"C57:46D

Formatted:"'()*+ "A+-=/+0""1"(.2",-.+/0 ""1"(.2"345+"6()*4570"
6457:+
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Z" e56"NL43CD^5"PO1/4>1D"8CHOK6D4;41CD"W5OH3";5"8CH5401D25X"4C"CP4;1D"
1DJC0K;41CD";PCO4";"H/;55^"K643C8"P6JC06"1D360141D2"J0CK"14	

	

=" '14360";7C18"/C21H"43;4"86Q6D85"CD"PL46"C0860"C0"O56"436"
5L5SPL46C0860"7;01;P/6";D8"T0146"436"/C21H"4C";HHCOD4"JC0"PL46"C0860"
86Q6D86D4"CD"145"7;/O6"Wl/144/6l"C0"lP12lXS"

"

Y" F36D"/;ODH31D2"Q;0;//6/"4;5[5"8CD^4"0;156";"i;56'\H6Q41CD"5OPH/;55"1D"
;"H;//;P/6"1D"436"_O4O06"H/;55	

"

?" :C"DC4"86Q6D8"CD"436"T;L"NL43CD"K;L"C0"K;L"DC4"CQ41K1`6"CPU6H4"
06J606DH65"JC0"5K;//"1D46260";D8"5401D2"CPU6H45"P6H;O56"14"K;L"7;0L"
JC0"6D710CDK6D45"C0"676D"JC0"06/6;565"1D"436"5;K6"6D710CDK6D4S	

"

+* " i6";T;06"CJ"53C04>H10HO141D2"P63;71CO0"T36D"6\Q06551CD5"T143"5186"6JJ6H45"
;06"O568"CD"436"01234"5186"CJ";"iCC/6;D"6\Q06551CD"5OH3";5"1J"436"J1054"
6\Q06551CD"67;/O;465"4C"false"1D";D";D8"6\Q06551CDV"436D"436"06K;1D1D2"

6\Q06551CD5V"1DH/O81D2"JODH41CD5"H;//5V"T1//"DC4"P6"67;/O;468S	

"

++" :C "DC4"O56"J/C;41D2>QC1D4";0143K641H"T36D"1D462605"C0"PCC/6;D5"TCO/8"
5OJJ1H6V"65Q6H1;//L"JC0"HCOD4605";55CH1;468"T143"Q0C20;K"J/CTV"5OH3";5"/CCQ"
HCD40C/"7;01;P/65S	

"

+)" $;D141`6V"60;56"C0"6DH0LQ4"8;4;"43;4"T1//"P6"7151P/6"4C"C43605"WJC0"6\;KQ/6V"
J0668"K6KC0LV"40;D5K14468"8;4; XS		

"

"

"

"

6.	Specific	Guidance	for	Python	

6.1	General		

@315"H/;O56"HCD4;1D5"5Q6H1J1H";871H6"JC0"NL43CD";PCO4"436"QC551P/6"Q0656DH6"CJ"7O/D60;P1/14165";5"865H01P68"1D"
@A")B==)>+V";D8"Q0C71865"5Q6H1J1H"2O18;DH6"CD"3CT"4C";7C18"436K"1D"NL43CD"HC86S"@315"56H41CD"K100C05"@A")B==)>+"
H/;O56"Z"1D"43;4"436"7O/D60;P1/14L"b@LQ6"$L546K"q#hIrc"15"JCOD8"1D"ZS)"CJ"@A")B==)- +V";D8"NL43CD"5Q6H1J1H"2O18;DH6"
15"JCOD8"1D"H/;O56"ZS)";D8"5OPH/;O565"1D"4315"@AS""

6.2	Type	System	[IHN]	

6.2.1	Applicability	to	language	

NL43CD";P540;H45";//"8;4;";5"CPU6H45";D8"6760L"CPU6H4"3;5";"4LQ6"W1D";88141CD"4C";D"186D414L";D8";"7;/O6XS"'\46D51CD5"
4C"NL43CDV"T01446D"1D"C4360"/;D2O;265V"H;D"86J1D6"D6T"4LQ65S"

Formatted:"'()*+ ",-.+/0 ""1"(.2"345+"6()*4570""6457:+2",BM96.
6()*+ ">+.N++5"3).45")5B",64)5".+O.2",BM96."6()*+ ">+.N++5
,64)5".+O.")5B"598>+/6

Formatted:"?=5.0$$"(.2"<=."A=:B

Deleted: +*

Deleted: Y

Deleted: +? !!!"#;%

Deleted: )*

Deleted: )+

Comment [Office1]: This	is	a	section	7	rule?	
Yes,	but	this	section	will	cover	sections	6	and	7.	One	we	pull	up	rules	

from	clause	7,	we	will	need	to	triage."

Formatted:"<=/8):

Formatted:"<=/8):

Deleted: E.3

Deleted: E.3

Comment [SGM2]: A6HCKK6D8;41CD"J0CK"I1H["(C23/;D<""
- the section on typing should discuss the official introduction of 
gradual typing, and the availability of static type checkers such 
as mypy and pytype (see PEP 484 and 526) 
"
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NL43CD"15";/5C";"540CD2/L"4LQ68"/;D2O;26"- "LCO"H;DDC4"Q60JC0K"CQ60;41CD5"CD";D"CPU6H4"43;4";06"DC4"7;/18"JC0"43;4"
4LQ6S"NL43CD^5"8LD;K1H"4LQ1D2"15";"[6L"J6;4O06"86512D68"4C"Q0CKC46"QC/LKC0Q315K"4C"Q0C7186"J/6\1P1/14LS".DC4360"
;5Q6H4"CJ"8LD;K1H"4LQ1D2"15";"7;01;P/6"8C65"DC4"K;1D4;1D";DL"4LQ6"1DJC0K;41CD"- "43;4"1DJC0K;41CD"15"36/8"PL"436"
CPU6H4"43;4"436"7;01;P/6"06J606DH65";4";"5Q6H1J1H"41K6S"."NL43CD"Q0C20;K"15"J066"4C";5512D"WP1D8XV";D8"06;5512D"
W06P1D8XV";DL"7;01;P/6"4C";DL"4LQ6"CJ"CPU6H4";4";DL"41K6S"

R;01;P/65";06"H06;468"T36D"436L";06"J1054";5512D68";"7;/O6"W566"6.17	Choice	of	Clear	Names	[NAI]"JC0"KC06"CD"4315"
5OPU6H4XS""R;01;P/65";06"26D601H"1D"43;4"436L"8C"DC4"3;76";"4LQ6V"436L"51KQ/L"06J606DH6"CPU6H45"T31H3"3C/8"436"
CPU6H4^5"4LQ6"1DJC0K;41CDS"R;01;P/65"1D";D"6\Q06551CD";06"06Q/;H68"T143"436"CPU6H4"436L"06J606DH6"T36D"43;4"
6\Q06551CD"15"67;/O;468"43606JC06";"7;01;P/6"KO54"P6"6\Q/1H14/L";5512D68"P6JC06"P61D2"06J606DH68"C4360T156";"0OD>
41K6"6\H6Q41CD"15"0;1568<"

a = 1  
if a == 1 : print(b) # error – b is not defined 

F36D"/1D6"+";PC76"15"1D460Q06468";D"CPU6H4"CJ"4LQ6"integer"15"H06;468"4C"3C/8"436"7;/O6"1";D8"436"7;01;P/6"a"15"

H06;468";D8"/1D[68"4C"43;4"CPU6H4S"@36"56HCD8"/1D6"1//O540;465"3CT";D"600C0"15"0;1568"1J";"7;01;P/6"Wb"1D"4315"H;56X"15"

06J606DH68"P6JC06"P61D2";5512D68"4C";D"CPU6H4S"

a = 1 
b = a 
a = 'x' 
print(a,b)#=> x 1 

R;01;P/65"H;D"53;06"06J606DH65";5";PC76"- "b"15";5512D68"4C"436"5;K6"CPU6H4";5"aS""@315"15"[DCTD";5";"53;068"
06J606DH6S""#J"a"15"/;460"06;5512D68"4C";DC4360"CPU6H4"W;5"1D"/1D6"9";PC76XV"b"T1//"541//"P6";5512D68"4C"436"1D141;/"CPU6H4"

43;4"a"T;5";5512D68"4C"T36D"b"53;068"436"06J606DH6V"1D"4315"H;56"b TCO/8"6]O;/"4C"+S"

@36"5OPU6H4"CJ"53;068"06J606DH65"06]O1065"Q;041HO/;0"H;06"51DH6"145"6JJ6H4"7;0165";HHC081D2"4C"436"0O/65"JC0"1D>Q/;H6"
CPU6H4"H3;D265S"#D>Q/;H65"CPU6H4"H3;D265";06";//CT68"CD/L"JC0"KO4;P/6"W43;4"15V";/460;P/6X"CPU6H45S""IOK601H"
CPU6H45";D8"5401D25";06"1KKO4;P/6"WOD;/460;P/6XS""f1545";D8"81H41CD;0165";06"KO4;P/6"T31H3";JJ6H45"3CT"53;068"
06J606DH65"CQ60;46";5"P6/CT<"

a = [1,2,3] 
b = a 
a[0] = 7 
print(a) # [7, 2, 3] 
print(b) # [7, 2, 3] 

#D"436"6\;KQ/6";PC76V"a";D8"b"3;76";"53;068"06J606DH6"4C"436"5;K6"/154"CPU6H4"5C";"H3;D26"4C"43;4"/154"CPU6H4"

;JJ6H45"PC43"06J606DH65S""#J"436"53;068"06J606DH6"6JJ6H45";06"DC4"T6//"OD86054CC8"436"H3;D26"4C"b"H;D"H;O56"

OD6\Q6H468"065O/45S"

.O4CK;41H"HCD76051CD"CHHO05"CD/L"JC0"DOK601H"4LQ65"CJ"CPU6H45S""NL43CD"HCD76045"WHC60H65X"J0CK"436"51KQ/654"4LQ6"
OQ"4C"436"KC54"HCKQ/6\"4LQ6"T36D6760"81JJ606D4"DOK601H"4LQ65";06"K1\68"1D";D"6\Q06551CDS"_C0"6\;KQ/6<"

a = 1 
b = 2.0 
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c = a + b; print(c) #=> 3.0 

#D"436"6\;KQ/6";PC76V"436"1D46260"a"15"HCD760468"OQ"4C"J/C;41D2"QC1D4"W43;4"15V"1.0X"P6JC06"436"CQ60;41CD"15"

Q60JC0K68S"@36"CPU6H4"06J60068"4C"PL"a"15"DC4";JJ6H468"- "CD/L"436"1D460K681;46"7;/O65"O568"4C"065C/76"436"
6\Q06551CD";06"HCD760468S"#J"436"Q0C20;KK60"8C65"DC4"06;/1`6"4315"HCD76051CD"4;[65"Q/;H6"36"K;L"6\Q6H4"43;4"c"15"

;D"1D46260";D8"O56"14";HHC081D2/L"T31H3"HCO/8"/6;8"4C"OD6\Q6H468"065O/45S"

.O4CK;41H"HCD76051CD";/5C"CHHO05"T36D";D"1D46260"P6HCK65"4CC"/;026"4C"J14"T1431D"436"HCD540;1D45"CJ"436"/;026"
1D46260"5Q6H1J168"1D"436"/;D2O;26"W4LQ1H;//L"(X"O568"4C"H06;46"436"NL43CD"1D460Q06460S"F36D";D"1D46260"P6HCK65"
4CC"/;026"4C"J14"1D4C"43;4"0;D26"14"15"HCD760468"4C";D"OD/1K1468"Q06H151CD"1D46260"CJ";0P140;0L"/6D243S"

'\Q/1H14"HCD76051CD"K643C85"H;D";/5C"P6"O568"4C"6\Q/1H14/L"HCD7604"P64T66D"4LQ65"43CO23"4315"15"56/8CK"06]O1068"
51DH6"NL43CD"T1//";O4CK;41H;//L"HCD7604";5"06]O1068S""'\;KQ/65"1DH/O86<"

a = int(1.6666) # a converted to 1 
b = float(1) # b converted to 1.0 
c = int('10') # c integer 10 created from a string 
d = str(10) # d string '10' created from an integer 
e = ord('x') # e integer assigned integer value 120 
f = chr(121) # f assigned the string 'y' 

:LD;K1H"4LQ1D2"15";"[6L"J6;4O06"CJ"NL43CD"T31H3"Q0CKC465"QC/LKC0Q315K"JC0"J/6\1P1/14LS"$401H4"4LQ1D2"H;DV"
3CT6760V"P6"1KQC568<"

a = 'abc' # a refers to a string object 
if isinstance(a, str): print('a type is string') 

e51D2"HC86"4C"6\Q/1H14/L"H36H["436"4LQ6"CJ";D"CPU6H4"15"540CD2/L"815HCO0;268"1D"NL43CD"51DH6"14"86J6;45"436"P6D6J14"
43;4"8LD;K1H"4LQ1D2"Q0C71865">"J/6\1P1/14L"T31H3";//CT5"JODH41CD5"4C"QC46D41;//L"CQ60;46"HC006H4/L"T143"CPU6H45"CJ"
KC06"43;D"CD6"4LQ6S"

6.2.2	Guidance	to	language	users	

•! e56"54;41H"4LQ6"H36H[605"5OH3";5"mypy";D8"pytype"4C"8646H4"4LQ1D2"600C05"

•! N;L"5Q6H1;/";446D41CD"4C"155O65"CJ"K;2D14O86";D8"Q06H151CD"T36D"O51D2"K1\68"4LQ6"6\Q06551CD5v"

•! i6";T;06"CJ"436"HCD56]O6DH65"CJ"53;068"06J606DH65v"

•! i6";T;06"CJ"436"HCD76051CD"J0CK"51KQ/6"4C"HCKQ/6\v";D8"

•! :C"DC4"H36H["JC0"5Q6H1J1H"4LQ65"CJ"CPU6H45"OD/655"43606"15"2CC8"UO541J1H;41CDV"JC0"6\;KQ/6V"T36D"H;//1D2";D"
6\46D51CD"43;4"06]O1065";"5Q6H1J1H"4LQ6S"

6.3	Bit	Representations	[STR]	

6.3.1	Applicability	to	language	

NL43CD"Q0C71865"36\;86H1K;/V"CH4;/";D8"P1D;0L"PO1/4>1D"JODH41CD5S""oct"HCD76045"4C"CH4;/V"hex"4C"36\;86H1K;/";D8"

bin"4C"P1D;0L<"

Deleted: E.3

Deleted: E.4

Deleted: E.4
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print(oct(256)) # 0o400 
print(hex(256)) # 0x100 
print(bin(256)) # 0b100000000 

@36"DC4;41CD5"53CTD";5"HCKK6D45";PC76";06";/5C"7;/18"T;L5"4C"5Q6H1JL"CH4;/V"36\";D8"P1D;0L"7;/O65"065Q6H4176/L<"

print(0o400)# => 256 
a=0x100+1; print(a)# => 257 

@36"PO1/4>1D"int"JODH41CD"H;D"P6"O568"4C"HCD7604"5401D25"4C"DOKP605";D8"CQ41CD;//L"5Q6H1JL";DL"DOKP60"P;56<"

int('256') # the integer 256 in the default base 10 
int('400', 8) # => 256  
int('100', 16) # => 256 
int('24', 5) # => 14 

NL43CD"54C065"1D462605"43;4";06"P6LCD8"436"1KQ/6K6D4;41CD^5"/;02654"1D46260"51`6";5";D"1D460D;/";0P140;0L"/6D243"5C"
43;4"Q0C20;KK605";06"CD/L"/1K1468"PL"Q60JC0K;DH6"HCDH60D5"T36D"760L"/;026"1D462605";06"O568"W;D8"PL"K6KC0L"
T36D"6\406K6/L"/;026"DOKP605";06"O568XS"_C0"6\;KQ/6<"

a=2**100 # => 1267650600228229401496703205376 

NL43CD"406;45"QC514176"1D462605";5"P61D2"1DJ1D146/L"Q;8868"CD"436"/6J4"T143"`60C65";D8"D62;4176"DOKP605"W1D"4TC^5"
HCKQ/6K6D4"DC4;41CDX"T143"+^5"CD"436"/6J4"T36D"O568"1D"P14T156"CQ60;41CD5<"

a<<b # a shifted left b bits 
a>>b # a shifted right b bits 

@3606"15"DC"C760J/CT"H36H["JC0"531J41D2"/6J4"C0"01234"5C";"Q0C20;K"6\Q6H41D2";D"6\H6Q41CD"4C"3;/4"14"T1//"1D546;8"
OD6\Q6H468/L"HCD41DO6"/6;81D2"4C"OD6\Q6H468"065O/45S"

6.3.2	Guidance	to	language	users	

•! w66Q"1D"K1D8"43;4"O51D2";"760L"/;026"1D46260"T1//"3;76";"D62;4176"6JJ6H4"CD"Q60JC0K;DH6v";D8"

•! :CDl4"O56"P14"CQ60;41CD5"4C"51KO/;46"KO/41Q/1H;41CD";D8"817151CDS"

6.4	Floating-point	Arithmetic	[PLF]	

6.4.1	Applicability	to	language	

NL43CD"5OQQC045"J/C;41D2>QC1D4";0143K641HS"f1460;/5";06"6\Q065568"T143";"86H1K;/"QC1D4";D8"C0";D"CQ41CD;/"e"C0"E<"

1., 1.0, .1, 1.e0 

@3606"15"DC"T;L"4C"86460K1D6"436"Q06H151CD"CJ"436"1KQ/6K6D4;41CD"J0CK"T1431D";"NL43CD"Q0C20;KS"_C0"6\;KQ/6V"1D"
436"(NL43CD"1KQ/6K6D4;41CDV"14^5"1KQ/6K6D468";5";"("8COP/6"T31H3"15";QQ0C\1K;46/L",9"P145"CJ"Q06H151CDS"

Deleted: E.4

Deleted: E.

Deleted: 5

Deleted: E.5
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6.4.2	Guidance	to	language	users	

•! e56"J/C;41D2>QC1D4";0143K641H"CD/L"T36D";P5C/O46/L"D66868v"

•! :C"DC4"O56"J/C;41D2>QC1D4";0143K641H"T36D"1D462605"C0"PCC/6;D5"TCO/8"5OJJ1H6v"

•! i6";T;06"43;4"Q06H151CD"15"/C54"JC0"5CK6"06;/"DOKP605"W43;4"15V"J/C;41D2>QC1D4"15";D";QQ0C\1K;41CD"T143"
/1K1468"Q06H151CD"JC0"5CK6"DOKP605Xv"

•! i6";T;06"43;4"065O/45"T1//"J06]O6D4/L"7;0L"5/1234/L"PL"1KQ/6K6D4;41CD"W566"6.53	Provision	of	Inherently	

Unsafe	Operations	[SKL]"JC0"KC06"CD"4315"5OPU6H4Xv";D8"

•! @6541D2"J/C;41D2>QC1D4"DOKP605"JC0"6]O;/14L"W65Q6H1;//L"JC0"/CCQ5X"H;D"/6;8"4C"OD6\Q6H468"065O/45S"#D546;8V"
1J"J/C;41D2>QC1D4"DOKP605";06"D66868"JC0"/CCQ"HCD40C/"O56">="C0"<="HCKQ;015CD5V"OD/655"14"H;D"P6"53CTD"

43;4"436"/C21H"1KQ/6K6D468"PL"436"6]O;/14L"4654"H;DDC4"P6";JJ6H468"PL"Q01C0"0COD81D2"600C05S"

6.5	Enumerator	Issues	[CCB]	

6.5.1	Applicability	to	language	

NL43CD"3;5";D"enumerate"PO1/4>1D"4LQ6"PO4"14"15"DC4";4";//"06/;468"4C"436"1KQ/6K6D4;41CD"CJ"6DOK60;41CD";5"

86J1D68"1D"C4360"/;D2O;265"T3606"HCD54;D45";06";5512D68"4C"5LKPC/5S"G176D"43;4"6DOK60;41CD"15";"O56JO/"
Q0C20;KK1D2"8671H6";D8"43;4"43606"15"DC"6DOK60;41CD"HCD540OH4"1D"NL43CDV"K;DL"Q0C20;KK605"H3CC56"4C"
1KQ/6K6D4"43610"CTD"b6DOKc"CPU6H45"C0"4LQ65"O51D2";"T186"7;0164L"CJ"K643C85"1DH/O81D2"436"H06;41CD"CJ"b6DOKc"
H/;5565V"/1545V";D8"676D"81H41CD;0165S"%D6"51KQ/6"K643C8"15"4C"51KQ/L";5512D";"/154"CJ"D;K65"4C"1D462605<"

Red, Green, Blue = range (3)  
print(Red, Green, Blue) # => 0 1 2 

(C86"H;D"436D"06J606DH6"43656"b6DOKc"7;/O65";5"436L"TCO/8"1D"C4360"/;D2O;265"T31H3"3;76"D;4176"5OQQC04"JC0"
6DOK60;41CD<"

a = 1 
if a == Green: print("a=Green")# => a=Green 

@3606";06"815;87;D4;265"4C"436";QQ0C;H3";PC76"43CO23"51DH6";DL"CJ"436"b6DOKc"7;01;P/65"HCO/8"P6";5512D68"D6T"
7;/O65";4";DL"41K6"43606PL"OD8C1D2"43610"1D46D868"0C/6";5"bQ56O8Cc"HCD54;D45S"@3606";06"K;DL"JC0OK"815HO551CD5"
;D8";041H/65"43;4"1//O540;46"C4360V"5;J60"T;L5"4C"51KO/;46"6DOK60;41CD"T31H3";06"P6LCD8"436"5HCQ6"CJ"4315";DD6\S"

6.5.2	Guidance	to	language	users	

e56"CJ"6DOK60;41CD"06]O1065"H;06JO/";446D41CD"4C"06;8;P1/14LV"Q60JC0K;DH6V";D8"5;J64LS"@3606";06"K;DL"HCKQ/6\V"
PO4"O56JO/"T;L5"4C"51KO/;46"6DOK5"1D"NL43CD"q"q+rr;D8"K;DL"51KQ/6"T;L5"1DH/O81D2"436"O56"CJ"5645<"

colors = {'red', 'green', 'blue'} 
if "red" in colors: print('valid color') 

"i6";T;06"43;4"436"46H3D1]O6"53CTD";PC76V";5"T143";/KC54";//"C4360"T;L5"4C"51KO/;46"6DOK5V"15"DC4"5;J6"51DH6"436"
7;01;P/6"H;D"P6"PCOD8"4C";DC4360"CPU6H4";4";DL"41K6S"

Deleted: E.5

Deleted: E.6

Deleted: E.6

Comment [SGM3]: _0CK"I1H["(C23/;D"W)*+=>*?>)+X""
- the section on enumerations should discuss the standard 
library's 
enum module (added in Python 3.4, available for 2.7 on PyPI 
as enum34) 

Deleted: E.6
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6.6	Conversion	Errors	[FLC]	

6.6.1	Applicability	to	language	

NL43CD"HCD76045"DOKP605"4C";"HCKKCD"4LQ6"P6JC06"Q60JC0K1D2";DL";0143K641H"CQ60;41CD5S"@36"HCKKCD"4LQ6"15"
HC60H68"O51D2"436"JC//CT1D2"0O/65";5"86J1D68"1D"436"54;D8;08"W344Q<&&8CH5SQL43CDSC02&06/6;56&+SB&06J&06J,S34K/X<"

#J"614360";02OK6D4"15";"HCKQ/6\"DOKP60V"436"C4360"15"HCD760468"4C"436"HCKQ/6\"4LQ6v"
C4360T156V"1J"614360";02OK6D4"15";"J/C;41D2"QC1D4"DOKP60V"436"C4360"15"HCD760468"4C"J/C;41D2"QC1D4v"
C4360T156V"1J"614360";02OK6D4"15";"/CD2"1D46260V"436"C4360"15"HCD760468"4C"/CD2"1D46260v"
C4360T156V"PC43"KO54"P6"Q/;1D"1D462605";D8"DC"HCD76051CD"15"D6H655;0LS"

#D462605"1D"436"NL43CD"/;D2O;26";06"CJ";"/6D243"PCOD868"CD/L"PL"436";KCOD4"CJ"K6KC0L"1D"436"K;H31D6S"#D462605"
;06"54C068"1D";D"1D460D;/"JC0K;4"43;4"3;5"J;5460"Q60JC0K;DH6"T36D"436"DOKP60"15"5K;//60"43;D"436"/;02654"1D46260"
5OQQC0468"PL"436"1KQ/6K6D4;41CD"/;D2O;26";D8"Q/;4JC0KS"

#KQ/1H14"C0"6\Q/1H14"HCD76051CD"J/C;41D2"QC1D4"4C"1D46260V"1KQ/1H14/L"WC0"6\Q/1H14/L"O51D2"436"int"JODH41CDXV"T1//"

4LQ1H;//L"H;O56";"/C55"CJ"Q06H151CD<"

a = 3.0; print(int(a))# => 3 (no loss of precision) 
a = 3.1415; print(int(a))# => 3 (precision lost) 

N06H151CD"H;D";/5C"P6"/C54"T36D"HCD76041D2"J0CK"760L"/;026"1D46260"4C"J/C;41D2"QC1D4S"fC5565"1D"Q06H151CDV"T364360"
J0CK"1D46260"4C"J/C;41D2"QC1D4"C0"71H6"7605;V"8C"DC4"26D60;46"600C05"PO4"H;D"/6;8"4C"OD6\Q6H468"065O/45"65Q6H1;//L"
T36D"J/C;41D2"QC1D4"DOKP605";06"O568"JC0"/CCQ"HCD40C/S"

6.6.2	Guidance	to	language	users	

•! @3CO23"43606"15"26D60;//L"DC"D668"4C"P6"HCDH60D68"T143";D"1D46260"26441D2"4CC"/;026"W0C//C760X"C0"5K;//V"P6"
;T;06"43;4"1460;41D2"C0"Q60JC0K1D2";0143K641H"T143"760L"/;026"QC514176"C0"5K;//"WD62;4176X"1D462605"T1//"3O04"
Q60JC0K;DH6v";D8	

•! i6";T;06"CJ"436"QC46D41;/"HCD56]O6DH65"CJ"Q06H151CD"/C55"T36D"HCD76041D2"J0CK"J/C;41D2"QC1D4"4C"1D46260S	

6.7	String	Termination	[CJM]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6V"NL43CD"5401D25";06"1KKO4;P/6"CPU6H45"T3C56"/6D243"H;D"P6"]O60168"T143"PO1/4>
1D"JODH41CD5"43606JC06"NL43CD"8C65"DC4"Q60K14";HH65565"Q;54"436"6D8V"C0"P621DD1D2V"CJ";"5401D2S"

a = '12345' 
b = a[5] #=> IndexError: string index out of range 

6.8	Buffer	Boundary	Violation	[HCB]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD^5"0OD>41K6"H36H[5"436"PCOD8;0165"CJ";00;L5";D8"
0;1565";D"6\H6Q41CD"T36D";D";446KQ4"15"K;86"4C";HH655"P6LCD8";"PCOD8;0LS"

Deleted: E.7

Deleted: Numeric	

Comment [SM4]: F6"06KC768"bIOK601Hc"J0CK"bIOK601H"
(CD76051CD"'00C0c";D8";06"26D60;/1`1D2"436"155O65S"N/6;56"40L"4C"
6D5O06"43;4"NL43CD"ZSZ"15"1D"5LDHS"

Deleted: E.7

Comment [SM5]: NO4"1D"P1P/1C20;Q3L";D8"06J606DH6S"

Deleted: E.7

Deleted: E.8

Deleted: E.9
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6.9	Unchecked	Array	Indexing	[XYZ]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD^5"0OD>41K6"H36H[5"436"PCOD8;0165"CJ";00;L5";D8"
0;1565";D"6\H6Q41CD"T36D";D";446KQ4"15"K;86"4C";HH655"P6LCD8";"PCOD8;0LS"

6.10	Unchecked	Array	Copying	[XYW]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD^5"0OD>41K6"H36H[5"436"PCOD8;0165"CJ";00;L5";D8"
0;1565";D"6\H6Q41CD"T36D";D";446KQ4"15"K;86"4C";HH655"P6LCD8";"PCOD8;0LS"

6.11	Pointer	Type	Conversions	[HFC]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"8C65"DC4"O56"QC1D4605S"

6.12	Pointer	Arithmetic	[RVG]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"8C65"DC4"O56"QC1D4605S"

6.13	Null	Pointer	Dereference	[XYH]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"8C65"DC4"O56"QC1D4605S"

6.14	Dangling	Reference	to	Heap	[XYK]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"8C65"DC4"O56"QC1D4605S""$Q6H1J1H;//LV"NL43CD"CD/L"O565"
D;K65Q;H65"4C";HH655"CPU6H45"43606JC06"T36D";D"CPU6H4"15"86;//CH;468V";DL"06J606DH6"4C"14"H;O565";D"6\H6Q41CD"4C"
P6"0;1568S"

6.15	Arithmetic	Wrap-around	Error	[FIF]	

6.15.1	Applicability	to	language	

%Q60;41CD5"CD"1D462605"1D"NL43CD"H;DDC4"H;O56"T0;Q>;0COD8"600C05"P6H;O56"1D462605"3;76"DC"K;\1KOK"51`6"C4360"
43;D"T3;4"436"K6KC0L"065CO0H65"CJ"436"5L546K"H;D";HHCKKC8;46S"

IC0K;//L"436"OverflowError"6\H6Q41CD"15"0;1568"JC0"J/C;41D2"QC1D4"T0;Q>;0COD8"600C05"PO4V"JC0"

1KQ/6K6D4;41CD5"CJ"NL43CD"T01446D"1D"(V"6\H6Q41CD"3;D8/1D2"JC0"J/C;41D2"QC1D4"CQ60;41CD5"H;DDC4"P6";55OK68"4C"
H;4H3"4315"4LQ6"CJ"600C0"P6H;O56"436L";06"DC4"54;D8;081`68"1D"436"OD860/L1D2"("/;D2O;26S"i6H;O56"CJ"4315V"KC54"
J/C;41D2"QC1D4"CQ60;41CD5"H;DDC4"P6"86Q6D868"CD"4C"0;156"4315"6\H6Q41CDS"

6.15.2	Guidance	to	language	users	

•! i6"HC2D1`;D4"43;4"KC54";0143K641H";D8"P14"K;D1QO/;41CD"CQ60;41CD5"CD"DCD>1D462605"3;76"436"QC46D41;/"JC0"
OD8646H468"T0;Q>;0COD8"600C05S"

•! .7C18"O51D2"J/C;41D2"QC1D4"C0"86H1K;/"7;01;P/65"JC0"/CCQ"HCD40C/"PO4"1J"LCO"KO54"O56"43656"4LQ65"436D"
PCOD8"436"/CCQ"540OH4O065"5C";5"4C"DC4"6\H668"436"K;\1KOK"C0"K1D1KOK"QC551P/6"7;/O65"JC0"436"/CCQ"
HCD40C/"7;01;P/65S"

Deleted: E.10

Deleted: E.11

Deleted: E.12

Deleted: E.13

Deleted: E.14

Deleted: E.15

Deleted: E.16

Deleted: E.16

Deleted: E.16
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•! @654"436"1KQ/6K6D4;41CD"43;4"LCO";06"O51D2"4C"566"1J"6\H6Q41CD5";06"0;1568"JC0"J/C;41D2"QC1D4"CQ60;41CD5"
;D8"1J"436L";06"436D"O56"6\H6Q41CD"3;D8/1D2"4C"H;4H3";D8"3;D8/6"T0;Q>;0COD8"600C05S"

6.16	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"14"8C65"DC4"H36H["JC0"C760J/CTS"#D";88141CD"43606"15"DC"
Q0;H41H;/"T;L"4C"C760J/CT";D"1D46260"51DH6"1D462605"3;76"OD/1K1468"Q06H151CDS"

>>> print(-1<<100)#=> -1267650600228229401496703205376 
>>> print(1<<100) #=>  1267650600228229401496703205376 

6.17	Choice	of	Clear	Names	[NAI]	

6.17.1	Applicability	to	language	

NL43CD"Q0C71865"760L"/1P60;/"D;K1D2"0O/65<"

•! I;K65"K;L"P6"CJ";DL"/6D243";D8"HCD5154"CJ"/644605V"DOK60;/5V";D8"OD8605HC065"CD/LS".//"H3;0;H4605"1D";"
D;K6";06"512D1J1H;D4S"IC46"43;4"OD/1[6"5CK6"C4360"/;D2O;265"T3606"CD/L"436"J1054"n"DOKP60"CJ"H3;0;H4605"
1D";"D;K6";06"512D1J1H;D4V"all	H3;0;H4605"1D";"NL43CD"D;K6";06"512D1J1H;D4S"@315"6/1K1D;465";"HCKKCD"
5CO0H6"CJ"D;K6";KP12O14L"T36D"D;K65";06"186D41H;/"OQ"4C"436"512D1J1H;D4"/6D243";D8"7;0L";J460T;085"
T31H3"6JJ6H4176/L"K;[65";//"5OH3"D;K65";"06J606DH6"4C"CD6"HCKKCD"7;01;P/6S"

•! .//"D;K65"KO54"54;04"T143";D"OD8605HC06"C0";"/64460v";D8""

•! I;K65";06"H;56"56D514176V"JC0"6\;KQ/6V"AlphaV"ALPHAV";D8"alpha";06"6;H3"OD1]O6"D;K65S"F31/6"4315"15"

;"J6;4O06"CJ"436"/;D2O;26"43;4"Q0C71865"JC0"KC06"J/6\1P1/14L"1D"D;K1D2V"14"15";/5C"H;D"P6";"5CO0H6"CJ"
Q0C20;KK60"600C05"T36D"51K1/;0"D;K65";06"O568"T31H3"81JJ60"CD/L"1D"H;56V"JC0"6\;KQ/6V"aLpha"7605O5"

alphaS"

@36"JC//CT1D2"D;K1D2"HCD76D41CD5";06"DC4"Q;04"CJ"436"54;D8;08"PO4";06"1D"HCKKCD"O56<"

•! (/;55"D;K65"54;04"T143";D"OQQ60"H;56"/64460V";//"C4360"7;01;P/65V"JODH41CD5V";D8"KC8O/65";06"1D";//"/CT60"
H;56v"

•! I;K65"54;041D2"T143";"51D2/6"OD8605HC06"W_X";06"DC4"1KQC0468"PL"436"from module import * 
54;46K6D4"- "4315"DC4"Q;04"CJ"436"54;D8;08"PO4"KC54"1KQ/6K6D4;41CD5"6DJC0H6"14v";D8"

•! I;K65"54;041D2";D8"6D81D2"T143"4TC"OD8605HC065"W__X";06"5L546K>86J1D68"D;K65S"

•! I;K65"54;041D2"T143V"PO4"DC4"6D81D2"T143V"4TC"OD8605HC065";06"/CH;/"4C"43610"H/;55"86J1D141CD"

•! NL43CD"Q0C71865";"7;0164L"CJ"T;L5"4C"Q;H[;26"D;K65"1D4C"D;K65Q;H65"5C"43;4"D;K6"H/;5365"H;D"P6"
;7C1868<"

•! I;K65";06"5HCQ68"4C"JODH41CD5V"H/;5565V";D8"KC8O/65"K6;D1D2"43606"15"DC0K;//L"DC"HC//151CD"T143"D;K65"
O41/1`68"1D"CO460"5HCQ65";D8"71H6"7605;v";D8"

•! I;K65"1D"KC8O/65"W;"J1/6"HCD4;1D1D2"CD6"C0"KC06"NL43CD"54;46K6D45X";06"/CH;/"4C"436"KC8O/6";D8";06"
06J606DH68"O51D2"]O;/1J1H;41CD"WJC0"6\;KQ/6V";"JODH41CD"x"1D"KC8O/6"y"15"06J606DH68";5"y.xXS"@3CO23"/CH;/"

4C"436"KC8O/6V";"KC8O/6^5"D;K65"H;D"P6V";D8"0CO41D6/L";06V"HCQ168"1D4C";DC4360"D;K65Q;H6"T143";"from 

module import 54;46K6D4S"

NL43CD^5"D;K1D2"0O/65";06"J/6\1P/6"PL"86512D"PO4";06";/5C"5O5H6Q41P/6"4C";"7;0164L"CJ"OD1D46D41CD;/"HC81D2"600C05<"

Deleted: E.17

Deleted: 6.16E.17.1	Applicability	to	language

Formatted:"?/+5*D

Deleted: 6.17E.18	Sign	Extension	Error	[XZI] !!!"#@%

Deleted: 8

Deleted: E.19

Deleted: 8

Deleted: E.19

Comment [SGM6]: 'K;1/"J0CK"I1H["(C23/;D"W)*+=>*?>)+X"
- the section on ambiguous naming needs to be updated to 
account for 
full Unicode identifier support in Python 3: 
 
============= 
"
Сonfused = True�
Confused = False�
Сonfused == Confused 
False 
 
"Сonfused" 
'Сonfused' 
 
ascii("Сonfused") 
"'\\u0421onfused'" 
 
ascii("Confused") 
"'Confused'" 
============= 
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•! I;K65";06"D6760"86H/;068"PO4"436L"KO54"P6";5512D68"7;/O65"P6JC06"436L";06"06J606DH68S"@315"K6;D5"43;4"
5CK6"600C05"T1//"D6760"P6"6\QC568"OD41/"0OD41K6"T36D"436"O56"CJ";D"OD;5512D68"7;01;P/6"T1//"0;156";D"
6\H6Q41CD"W566"6.22	Initialization	of	Variables	[LAV]XS"

•! I;K65"H;D"P6"OD1]O6"PO4"K;L"/CC["51K1/;0"4C"C4360"D;K65V"JC0"6\;KQ/6V"alpha";D8"aLphaV"__x";D8"
_xV"_beta__";D8"__beta_"T31H3"HCO/8"/6;8"4C"436"O56"CJ"436"T0CD2"7;01;P/6S"NL43CD"T1//"DC4"8646H4"

4315"Q0CP/6K";4"HCKQ1/6>41K6S"

NL43CD"O41/1`65"8LD;K1H"4LQ1D2"T143"4LQ65"86460K1D68";4"0OD41K6S"@3606";06"DC"4LQ6"C0"7;01;P/6"86H/;0;41CD5"JC0"
;D"CPU6H4"VT31H3"H;D"/6;8"4C"5OP4/6";D8"QC46D41;//L"H;4;540CQ31H"600C05<"

x = 1 
# lots of code… 
if some rare but important case: 
    X = 10 

#D"436"HC86";PC76"436"Q0C20;KK60"1D46D868"4C"564"W/CT60"H;56X"x"4C"+*";D8"1D546;8"H06;468";"D6T"upper	case"X 

4C"10"5C"436"lower	case"x"06K;1D5"ODH3;D268S"NL43CD"T1//"DC4"8646H4";"Q0CP/6K"P6H;O56"43606"15"DC"Q0CP/6K"- "14"

5665"436"OQQ60"H;56"X";5512DK6D4";5";"/62141K;46"T;L"4C"P01D2";"new"CPU6H4"1D4C"6\1546DH6S"#4"HCO/8"P6";02O68"43;4"
NL43CD"HCO/8"54;41H;//L"8646H4"43;4"X"15"D6760"06J606DH68";D8"43606JC06"1D81H;46"436";5512DK6D4"15"8OP1CO5"PO4"

43606";06";/5C"H;565"T3606";"8LD;K1H;//L"86J1D68"JODH41CD"86J1D68"8CTD5406;K"HCO/8"/62141K;46/L"06J606DH6"X";5"

;"globalS"

6.17.2	Guidance	to	language	users	

•! _C0"KC06"2O18;DH6"CD"NL43CD^5"D;K1D2"HCD76D41CD5V"06J60"4C"NL43CD"$4L/6"GO1865"HCD4;1D68"1D"N'N"Y";4"
344Q<&&TTTSQL43CDSC02&867&Q6Q5&Q6Q>***Y&"S"

•! .7C18"D;K65"43;4"81JJ60"CD/L"PL"H;56"OD/655"D6H655;0L"4C"436"/C21H"CJ"436"O5;26v"

•! .83606"4C"NL43CD^5"D;K1D2"HCD76D41CD5v"

•! :C"DC4"O56"C760/L"/CD2"D;K65v"

•! e56"D;K65"43;4";06"DC4"51K1/;0"W65Q6H1;//L"1D"436"O56"CJ"OQQ60";D8"/CT60"H;56X"4C"C4360"D;K65v"

•! e56"K6;D1D2JO/"D;K65v";D8"

•! e56"D;K65"43;4";06"H/6;0";D8"715O;//L"OD;KP12OCO5"P6H;O56"436"HCKQ1/60"H;DDC4";55154"1D"8646H41D2"
D;K65"43;4";QQ6;0"51K1/;0"PO4";06"81JJ606D4S"

6.18	Dead	Store	[WXQ]	

6.18.1	Applicability	to	language	

#4"15"QC551P/6"4C";5512D";"7;/O6"4C";"7;01;P/6";D8"D6760"06J606DH6"43;4"7;01;P/6"T31H3"H;O565";"b86;8"54C06cS"@315"1D"
1456/J"15"DC4"3;0KJO/V"C4360"43;D"436"K6KC0L"43;4"14"T;5465V"PO4"1J"43606"15";"5OP54;D41;/";KCOD4"CJ"86;8"54C065"
436D"Q60JC0K;DH6"HCO/8"5OJJ60"C0V"1D";D"6\406K6"H;56V"436"Q0C20;K"HCO/8"3;/4"8O6"4C"/;H["CJ"K6KC0LS"

NL43CD"Q0C71865"436";P1/14L"4C"8LD;K1H;//L"H06;46"7;01;P/65"T36D"436L";06"J1054";5512D68";"7;/O6S"#D"J;H4V"
;5512DK6D4"15"436"only"T;L"4C"P01D2";"7;01;P/6"1D4C"6\1546DH6S".//"7;/O65"1D";"NL43CD"Q0C20;K";06";HH65568"430CO23"
;"06J606DH6"T31H3"06J605"4C";"K6KC0L"/CH;41CD"T31H3"15";/T;L5";D"CPU6H4"WJC0"6\;KQ/6V"DOKP60V"5401D2V"/154V";D8"5C"

Deleted: 8

Deleted: E.19

Deleted: 9

Deleted: E.20

Deleted: 9

Deleted: E.20

Comment [SGM7]: 'K;1/"J0CK"I1H["(C23/;D"W)*+=>*?>)+X"
- the discussion of dead stores may want to mention 
ResourceWarning 
(which emits a warning when external resources are cleaned 
up implicitly rather than explicitly) and the tracemalloc module 
(which allows resource warnings to report where the resource 
managing object 
was allocated) 
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CDXS"."7;01;P/6"15"5;18"4C"P6"PCOD8"4C";D"CPU6H4"T36D"14"15";5512D68"4C"43;4"CPU6H4S"."7;01;P/6"H;D"P6"06PCOD8"4C"
;DC4360"CPU6H4"T31H3"H;D"P6"CJ";DL"4LQ6S"_C0"6\;KQ/6<"

a = 'alpha' # assignment to a string 
a = 3.142 # rebinding to a float 
a = b = (1, 2, 3) # rebinding to a tuple 
print(a) # => (1, 2, 3) 
del a 
print(b)# => (1, 2, 3) 

print(a)# => NameError: name 'a' is not defined 

@36"J1054"43066"54;46K6D45"53CT"8LD;K1H"P1D81D2"1D";H41CDS"@36"7;01;P/6"a"15"PCOD8"4C";"5401D2V"436D"4C";"J/C;4V"

436D"4C";DC4360"7;01;P/6"T31H3"1D"4O0D"15";5512D68";"4OQ/6"CJ"7;/O6"(1, 2, 3)S"@36"del"54;46K6D4"436D"ODP1D85"

436"7;01;P/6"a"J0CK"436"4OQ/6"CPU6H4"T31H3"6JJ6H4176/L"86/6465"436"a"7;01;P/6"W1J"43606"T606"DC"C4360"06J606DH65"4C"

436"4OQ/6"CPU6H4"14"4CC"TCO/8"3;76"P66D"86/6468"P6H;O56";D"CPU6H4"T143"`60C"06J606DH65"15"marked"JC0"2;0P;26"
HC//6H41CD"WPO4"15"DC4"D6H655;01/L";H4O;//L"86/6468"1KK681;46/LXXS"iO4"1D"4315"H;56"T6"566"43;4"b"15"541//"06J606DH1D2"

436"4OQ/6"CPU6H4"5C"436"4OQ/6"15"DC4"86/6468S"@36"J1D;/"54;46K6D4";PC76"53CT5"43;4";D"6\H6Q41CD"15"0;1568"T36D";D"
ODPCOD8"7;01;P/6"15"06J606DH68S"

@36"T;L"1D"T31H3"NL43CD"8LD;K1H;//L"P1D85";D8"06P1D85"7;01;P/65"15";"5CO0H6"CJ"5CK6"HCDJO51CD"4C"D6T"
Q0C20;KK605";D8"676D"6\Q6016DH68"Q0C20;KK605"T3C";06"O568"4C"54;41H"P1D81D2"T3606";"7;01;P/6"15"Q60K;D6D4/L"
PCOD8"4C";"51D2/6"K6KC0L"/CH;41CDS"

@36"NL43CD"/;D2O;26V"PL"86512DV";//CT5"JC0"8LD;K1H"P1D81D2";D8"06P1D81D2S"i6H;O56"NL43CD"Q60JC0K5";"5LD4;H41H"
;D;/L515";D8"DC4";"56K;D41H";D;/L515"WT143"CD6"6\H6Q41CD"T31H3"15"HC76068"1D"ZS)+"I;K65Q;H6"#55O65"qiEfr"
.QQ/1H;P1/14L"4C"/;D2O;26X";D8"P6H;O56"CJ"436"8LD;K1H"T;L"1D"T31H3"7;01;P/65";06"P0CO234"1D4C";"Q0C20;K";4"0OD>
41K6V"NL43CD"H;DDC4"T;0D"43;4";"7;01;P/6"15"06J606DH68"PO4"D6760";5512D68";"7;/O6S"@36"JC//CT1D2"HC86"1//O540;465"
4315<"

if a > b: 
    import x 
else: 
    import y 

:6Q6D81D2"CD"436"HO006D4"7;/O6"CJ"a";D8"bV"614360"KC8O/6"x"C0 y"15"1KQC0468"1D4C"436"Q0C20;KS"#J"x";5512D5";"

7;/O6"4C";"7;01;P/6"z";D8"KC8O/6"y"06J606DH65"z 436DV""86Q6D86D4"CD"T31H3"1KQC04"54;46K6D4"15"6\6HO468"J1054"

W;D"1KQC04";/T;L5"6\6HO465";//"HC86"1D"436"KC8O/6"T36D"14"15"J1054"1KQC0468XV";D"OD;5512D68"7;01;P/6"06J606DH6"
6\H6Q41CD"T1//"C0"T1//"DC4"P6"0;1568S"

6.18.2	Guidance	to	language	users	

•! .7C18"06P1D81D2"6\H6Q4"T3606"14";885"7;/O6v"

•! 'D5O06"43;4"T36D"6\;K1D1D2"HC86"43;4"LCO"4;[6"1D4C";HHCOD4"43;4";"7;01;P/6"H;D"P6"PCOD8"WC0"06PCOD8X"
4C";DC4360"CPU6H4"WCJ"5;K6"C0"81JJ606D4"4LQ6X";4";DL"41K6v";D8"

•! R;01;P/65"/CH;/"4C";"JODH41CD";06"86/6468";O4CK;41H;//L"T36D"436"6DHCKQ;551D2"JODH41CD"15"6\1468"PO4V"
43CO23"DC4";"HCKKCD"Q0;H41H6V"LCO"H;D";/5C"6\Q/1H14/L"86/646"7;01;P/65"O51D2"436"del"54;46K6D4"T36D"

436L";06"DC"/CD260"D66868S"

Deleted: ' S))S+"I;K65Q;H6"#55O65"qiEfr

Deleted: 9

Deleted: E.20
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6.19	Unused	Variable	[YZS]	

@36";QQ/1H;P1/14L"4C"/;D2O;26";D8"2O18;DH6"4C"/;D2O;26"O5605"56H41CD5"CJ"@A")B==)>+"H/;O56"ZS+Y":6;8 "$4C06"
qFdxr "T0146>OQ";06";QQ/1H;P/6"4C"NL43CDS"

6.20	Identifier	Name	Reuse	[YOW]	

6.20.1	Applicability	to	language	

NL43CD"3;5"436"HCDH6Q4"CJ"D;K65Q;H65"T31H3";06"51KQ/L"436"Q/;H65"T3606"D;K65"6\154"1D"K6KC0LS"I;K65Q;H65"
;06";55CH1;468"T143"JODH41CD5V"H/;5565V";D8"KC8O/65S"F36D";"D;K6"15"H06;468"W43;4"15V"T36D"14"15"J1054";5512D68";"
7;/O6XV"14"15";55CH1;468"W43;4"15V"PCOD8X"4C"436"D;K65Q;H6";55CH1;468"T143"436"/CH;41CD"T3606"436";5512DK6D4"
54;46K6D4"15"K;86"WJC0"6\;KQ/6V"1D";"JODH41CD"86J1D141CDXS"@36";55CH1;41CD"CJ";"7;01;P/6"4C";"5Q6H1J1H"D;K65Q;H6"15"
6/6K6D4;/"4C"3CT"5HCQ1D2"15"86J1D68"1D"NL43CDS"

$HCQ1D2";//CT5"JC0"436"86J1D141CD"CJ"KC06"43;D"CD6"7;01;P/6"T143"436"5;K6"D;K6"4C"06J606DH6"81JJ606D4"CPU6H45S"
_C0"6\;KQ/6<"

a = 1 
def x(): 
    a = 2 
    print(a)#=> 2 
print(a) #=> 1 

@36"a"7;01;P/6"T1431D"436"JODH41CD"x";PC76"15"/CH;/"4C"436"JODH41CD"CD/L"- "14"15"H06;468"T36D"x"15"H;//68";D8"

815;QQ6;05"T36D"HCD40C/"15"064O0D68"4C"436"H;//1D2"Q0C20;KS"#J"436"JODH41CD"D66868"4C"OQ8;46"436"CO460"7;01;P/6"
D;K68"a"436D"14"TCO/8"D668"4C"5Q6H1JL"43;4"a"T;5";"2/CP;/"P6JC06"06J606DH1D2"14";5"1D<"

a = 1 
def x(): 
    global a 
    a = 2 
    print(a)#=> 2 
print(a) #=> 2 

#D"436"H;56";PC76V"436"JODH41CD"15"OQ8;41D2"436"7;01;P/6"a"43;4"15"86J1D68"1D"436"H;//1D2"KC8O/6S"@3606"15";"5OP4/6"

PO4"1KQC04;D4"81541DH41CD"CD"436"/CH;/14L"7605O5"2/CP;/"D;4O06"CJ"7;01;P/65<"assignment"15";/T;L5"/CH;/"OD/655"
global"15"5Q6H1J168"JC0"436"7;01;P/6";5"1D"436"6\;KQ/6";PC76"T3606"a"15"assigned";"7;/O6"CJ"2S"#J"436"JODH41CD"3;8"

1D546;8"51KQ/L"referenced"a"T143CO4";5512D1D2"14";"7;/O6V"436D"14"TCO/8"06J606DH6"436"4CQKC54"7;01;P/6"a"T31H3V"PL"

86J1D141CDV"15";/T;L5";"2/CP;/<"

a = 1 
def x(): 
    print(a) 
x() #=> 1 

Deleted: 20

Deleted: E.21

Deleted: 436

Deleted: ' S+?

Deleted: 3606

Deleted: 21

Deleted: E.22

Deleted: 1

Deleted: E.22
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@36"0O/6"1//O540;468";PC76"15"43;4";4401PO465"CJ"KC8O/65"W43;4"15V"7;01;P/6V"JODH41CDV";D8"H/;55"D;K65X";06"2/CP;/"4C"
436"KC8O/6"K6;D1D2";DL"JODH41CD"C0"H/;55"H;D"06J606DH6"436KS"

$HCQ1D2"0O/65"HC760"C4360"H;565"T3606";D"186D41H;//L"D;K68"7;01;P/6"D;K6"06J606DH65"81JJ606D4"CPU6H45<"

•! ."D65468"JODH41CD^5"7;01;P/65";06"1D"436"5HCQ6"CJ"436"D65468"JODH41CD"CD/Lv";D8"

•! R;01;P/65"86J1D68"1D";"KC8O/6";06"1D"global"5HCQ6"T31H3 K6;D5"436L";06"5HCQ68"4C"436"KC8O/6"CD/L";D8"
;06"43606JC06"DC4"7151P/6"T1431D"JODH41CD5"86J1D68"1D"43;4"KC8O/6"WC0";DL"C4360"JODH41CDX"OD/655"6\Q/1H14/L"
186D41J168";5"global";4"436"54;04"CJ"436"JODH41CDS"

NL43CD"3;5"T;L5"4C"PLQ;55"1KQ/1H14"5HCQ6"0O/65<"

•! @36"global"54;46K6D4"T31H3";//CT5";D"1DD60"06J606DH6"4C";D"CO460"5HCQ68"7;01;P/6W5Xv";D8""

•! @36"nonlocal"54;46K6D4"T31H3";//CT5";D"6DH/C51D2"JODH41CD"86J1D141CD"4C"06J606DH6";"D65468"JODH41CD^5"

7;01;P/6W5XS"

@36"HCDH6Q4"CJ"5HCQ1D2"K;[65"14"5;J60"4C"HC86"JODH41CD5"P6H;O56"436"Q0C20;KK60"15"J066"4C"56/6H4";DL"D;K6"1D";"
JODH41CD"T143CO4"TC00L1D2";PCO4";HH186D4;//L"56/6H41D2";"D;K6";5512D68"4C";D"CO460"5HCQ6"T31H3"1D"4O0D"HCO/8"
H;O56"ODT;D468"065O/45S"#D"NL43CDV"CD6"KO54"P6"6\Q/1H14"T36D"1D46D81D2"4C"H10HOK76D4"436"1D401D51H"5HCQ1D2"CJ"
7;01;P/6"D;K65S"@36"8CTD5186"15"43;4"186D41H;/"7;01;P/6"D;K65V"T31H3";06"4C4;//L"OD06/;468V"H;D";QQ6;0"1D"436"
5;K6"KC8O/6"T31H3"HCO/8"/6;8"4C"HCDJO51CD";D8"K15O56"OD/655"5HCQ1D2"0O/65";06"T6//"OD86054CC8S"

I;K65"H;D";/5C"P6"]O;/1J168"4C"Q0676D4"HCDJO51CD";5"4C"T31H3"7;01;P/6"15"P61D2"06J606DH68<"

a = 1 
class xyz(): 
    a = 2 
    print(a)#=> 2 
print(xyz.a, a) #=> 2 1 

@36"J1D;/"print"JODH41CD"H;//";PC76"06J606DH65"436"a"7;01;P/6"T1431D"436"xyz"H/;55";D8"436"2/CP;/"aS""

6.20.2	Guidance	to	language	users	

•! :C"DC4"O56"186D41H;/"D;K65"OD/655""D6H655;0L"4C"06J606DH6"436"HC006H4"CPU6H4v	

•! .7C18"436"O56"CJ"436"global";D8"nonlocal"5Q6H1J1H;41CD5"P6H;O56"436L";06"26D60;//L";"P;8"

Q0C20;KK1D2"Q0;H41H6"JC0"06;5CD5"P6LCD8"436"5HCQ6"CJ"4315";DD6\";D8"P6H;O56"43610"PLQ;551D2"CJ"
54;D8;08"5HCQ1D2"0O/65"K;[6"436"HC86"3;0860"4C"OD86054;D8v";D8	

•! e56"]O;/1J1H;41CD"T36D"D6H655;0L"4C"6D5O06"43;4"436"HC006H4"7;01;P/6"15"06J606DH68S	

6.21	Namespace	Issues	[BJL]	

6.21.1	Applicability	to	language	

NL43CD"3;5";"3160;0H3L"CJ"D;K65Q;H65"T31H3"Q0C71865"15C/;41CD"4C"Q0C46H4"J0CK"D;K6"HC//151CD5V"T;L5"4C"6\Q/1H14/L"
06J606DH6"8CTD"1D4C";"D65468"D;K65Q;H6V";D8";"T;L"4C"06J606DH6"OQ"4C";D"6DHCKQ;551D2"D;K65Q;H6S"G6D60;//L"
5Q6;[1D2V"D;K65Q;H65";06"760L"T6//"15C/;468S"_C0"6\;KQ/6V";"Q0C20;K^5"7;01;P/65";06"K;1D4;1D68"1D";"56Q;0;46"

Deleted: 1

Deleted: E.22

Deleted: 2

Deleted: E.23

Deleted: 2

Deleted: E.23

Comment [SGM8]: 'K;1/"J0CK"I1H["(C23/;D"W)*+=>*?>)+X"
metaclass __prepare__ methods can inject extra names into a 
class body 
execution namespace that the compiler knows nothing about 
(see 
types.prepare_class and 
https://docs.python.org/3/reference/datamodel.html#preparing-
the-class-namespace)"
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D;K65Q;H6"J0CK";DL"CJ"436"JODH41CD5"C0"H/;5565"14"86J1D65"C0"O565S"@36"7;01;P/65"CJ"KC8O/65V"H/;5565V"C0"JODH41CD5"
;06";/5C"K;1D4;1D68"1D"43610"CTD"Q0C46H468"D;K65Q;H65S""

.HH6551D2";"D;K65Q;H6^5";4401PO46"W43;4"15V";"7;01;P/6V"JODH41CDV"C0"H/;55"D;K6XV"15"26D60;//L"8CD6"1D";D"6\Q/1H14"
K;DD60"4C"K;[6"14"H/6;0"4C"436"06;860"W;D8"NL43CDX"T31H3";4401PO46"15"P61D2";HH65568<"

n = Animal.num # fetches a class’ variable called num 
x = mymodule.y # fetches a module’s variable called y 

@36"6\;KQ/65";PC76"6\31P14"]O;/1J1H;41CD"- "43606"15"DC"8COP4"T3606";"7;01;P/6"15"P61D2"J64H368"J0CKS"xO;/1J1H;41CD"
H;D";/5C"CHHO0"J0CK";D"6DHCKQ;5568"D;K65Q;H6"OQ"4C"436"6DHCKQ;551D2"D;K65Q;H6"O51D2"436"2/CP;/"54;46K6D4<"

def x(): 
    global y 
    y = 1 

@36"6\;KQ/6";PC76"O565";D"6\Q/1H14"global"54;46K6D4"T31H3"K;[65"14"H/6;0"43;4"436"7;01;P/6"y"15"DC4"/CH;/"4C"436"

JODH41CD"x;"14";5512D5"436"7;/O6"CJ"1"4C"436"7;01;P/6"y"1D"436"6DHCKQ;551D2"KC8O/614F

+S"

NL43CD";/5C"3;5"5CK6"5OP4/6"D;K65Q;H6"155O65"43;4"H;D"H;O56"OD6\Q6H468"065O/45"65Q6H1;//L"T36D"O51D2"1KQC045"
CJ"KC8O/65S"_C0"6\;KQ/6V";55OK1D2"KC8O/6"a.py"HCD4;1D5<"

a = 1 

.D8"KC8O/6"b.py"HCD4;1D5<"

b = 1 

'\6HO41D2"436"JC//CT1D2"HC86"15"DC4";"Q0CP/6K"51DH6"43606"15"DC"7;01;P/6"D;K6"HC//151CD"1D"436"4TC"KC8O/65"W436"
from modulename import"y"54;46K6D4"P01D25";//"CJ"436";4401PO465"CJ"436"D;K68"KC8O/6"1D4C"436"/CH;/"

D;K65Q;H6X<"

from a import * 
print(a) #=> 1 
from b import * 
print(b) #=> 1 

f;460"CD"436";O43C0"CJ"436"b"KC8O/6";885";"7;01;P/6"D;K68"a ;D8";5512D5"14";"7;/O6"CJ"2. b.py DCT"HCD4;1D5<"

b = 1 
a = 2 # new assignment 

@36"Q0C20;KK60"CJ"KC8O/6"b.py"K;L"3;76"DC"[DCT/6826"CJ"436"a"KC8O/6";D8"K;L"DC4"HCD51860"43;4";"Q0C20;K"

TCO/8"1KQC04"PC43"a";D8"bS"@36"1KQC041D2"Q0C20;KV"T143"DC"H3;D265V"15"0OD";2;1D< 

"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""

+"V;/O65";06";5512D68"4C"CPU6H45"T31H3"1D"4O0D";06"06J606DH68"PL"7;01;P/65"PO4"14^5"51KQ/60"4C"5;L"436"7;/O6"15";5512D68"4C"436"7;01;P/6S"./5CV"
436"6DHCKQ;551D2"HC86"HCO/8"P6";4";"Q0CKQ4"/676/"1D546;8"CJ";"KC8O/6S"_C0"P06714L"4315";DD6\"O565"4315"51KQ/60V"43CO23"DC4";5"6\;H4V"
TC081D2S"

Formatted:"'()546D
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from a import * 
print(a) #=> 1 
from b import * 
print(a) #=> 2 

@36"065O/45";06"DCT"81JJ606D4"P6H;O56"436"1KQC041D2"Q0C20;K"15"5O5H6Q41P/6"4C"OD1D46D868"HCD56]O6DH65"8O6"4C"
H3;D265"1D"7;01;P/6";5512DK6D45"K;86"1D"4TC"OD06/;468"KC8O/65";5"T6//";5"436"56]O6DH6"1D"T31H3"436L"T606"
1KQC0468S"./5C"DC46"43;4"436"from modulename import *"54;46K6D4"P01D25";//"CJ"436"KC8O/65";4401PO465"

1D4C"436"1KQC041D2"HC86"T31H3"H;D"51/6D4/L"C760/;L"/1[6>D;K68"7;01;P/65V"JODH41CD5V";D8"H/;5565S"

."HCKKCD"K15OD86054;D81D2"CJ"436"NL43CD"/;D2O;26"15"43;4"NL43CD"8646H45"/CH;/"D;K65"W;"/CH;/"D;K6"15";"D;K6"
43;4"/1765"T1431D";"H/;55"C0"JODH41CD^5"D;K65Q;H6X"statically"PL"/CC[1D2"JC0"CD6"C0"KC06";5512DK6D45"4C";"D;K6"
T1431D"436"H/;55&JODH41CDS"#J"CD6"C0"KC06";5512DK6D45";06"JCOD8"436D"436"D;K6"15"DC468";5"P61D2"/CH;/"4C"43;4"
H/;55&JODH41CDS"@315"H;D"P6"HCDJO51D2"P6H;O56"1J"CD/L"references"4C";"D;K6";06"JCOD8"436D"436"D;K6"15"06J606DH1D2"
;"2/CP;/"CPU6H4"5C"436"CD/L"T;L"4C"[DCT"1J";"06J606DH6"15"/CH;/"C0"2/CP;/V"P;001D2";D"6\Q/1H14"2/CP;/"54;46K6D4V"15"4C"
6\;K1D6"436"6D4106"JODH41CD"86J1D141CD"/CC[1D2"JC0";D";5512DK6D4S"@315"0OD5"HCOD460"4C"NL43CD^5"2C;/"CJ"'\Q/1H14"15"
i64460"@3;D"#KQ/1H14"W'#i@#X<"

a = 1 
def f(): 
 print(a) 
 a = 2 
f() #=> UnboundLocalError: local variable 'a' referenced before 
        assignment 
# now with the assignment commented out 
a = 1 
def f(): 
 print(a)#=> 1 
 #a = 2 
# Assuming a new session: 
a = 1 
def f(): 
    global a 
    a = 2 
f()  
print(a)#=> 2 

IC46"43;4"436"0O/65"JC0"86460K1D1D2"436"/CH;/14L"CJ";"D;K6";QQ/165"4C"436";5512DK6D4"CQ60;4C0"=";5";PC76V"PO4";/5C"

4C";//"C4360"[1D85"CJ";5512DK6D45"T31H3"1DH/O865"KC8O/6"D;K65"1D";D"import"54;46K6D4V"JODH41CD";D8"H/;55"

D;K65V";D8"436";02OK6D45"86H/;068"JC0"436KS""$66"6.19	Unused	Variable	[YZS]"JC0"KC06"864;1/"CD"4315S"

I;K6"065C/O41CD"JC//CT5";"51KQ/6"fCH;/V"'DH/C51D2V"G/CP;/V"iO1/4>1D5"Wf'GiX"56]O6DH6<"

•! _1054"436"/CH;/"D;K65Q;H6"15"56;0H368v""

•! @36D"436"6DH/C51D2"D;K65Q;H6"W43;4"15V";"def"C0"lambda (."lambda"15";"51D2/6"6\Q06551CD"JODH41CD"

86J1D141CDXXv""

•! @36D"436"2/CP;/"D;K65Q;H6v";D8"
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•! f ;54/L"436"PO1/4>1D^5"D;K65Q;H6S"

6.21.2	Guidance	to	language	users	

•! F36D"Q0;H41H;P/6V"HCD51860"O51D2"436"import"54;46K6D4"T143CO4"436"from"H/;O56S""@315"JC0H65"436"

1KQC041D2"Q0C20;K"4C"O56"]O;/1J1H;41CD"4C";HH655"436"1KQC0468"KC8O/6^5";4401PO465S""F31/6"14"15"40O6"43;4"
O51D2"436"from"54;46K6D4"15"KC06"HCD76D16D4"8O6"4C"/655"4LQ1D2"06]O1068"WJC0"6\;KQ/6V"DC"D668"4C"]O;/1JL"

D;K65XV"436"from"54;46K6D4"H;D"H;O56"D;K65Q;H6"HC00OQ41CDv"

•! F36D"O51D2"436"import"54;46K6D4V"0;4360"43;D"O56"436"from X import *"JC0K"WT31H3"1KQC045";//"CJ"

KC8O/6"d^5";4401PO465"1D4C"436"1KQC041D2"Q0C20;K^5"D;K65Q;H6XV"1D546;8"6\Q/1H14/L"D;K6"436";4401PO465"
43;4"LCO"T;D4"4C"1KQC04"WJC0"6\;KQ/6V"from X import a, b, cX"5C"43;4"7;01;P/65V"JODH41CD5";D8"

H/;5565";06"DC4"1D;876046D4/L"C760/;18v";D8	

•! .7C18"1KQ/1H14"06J606DH65"4C"2/CP;/"7;/O65"J0CK"T1431D"JODH41CD5"4C"K;[6"HC86"H/6;060S"#D"C0860"4C"OQ8;46"
2/CP;/5"T1431D";"JODH41CD"C0"H/;55V"Q/;H6"436"global"54;46K6D4";4"436"P621DD1D2"CJ"436"JODH41CD"86J1D141CD"

;D8"/154"436"7;01;P/65"5C"14"15"H/6;060"4C"436"06;860"T31H3"7;01;P/65";06"/CH;/";D8"T31H3";06"2/CP;/"WJC0"
6\;KQ/6V"global a, b, cXS	

6.22	Initialization	of	Variables	[LAV]	

6.22.1	Applicability	of	language	

NL43CD"8C65"DC4"H36H["4C"566"1J";"54;46K6D4"06J606DH65";D"OD1D141;/1`68"7;01;P/6"OD41/"0OD41K6S"@315"15"PL"86512D"1D"
C0860"4C"5OQQC04"8LD;K1H"4LQ1D2"T31H3"1D"4O0D"K6;D5"43606"15"DC";P1/14L"4C"86H/;06";"7;01;P/6S"NL43CD"43606JC06"
3;5"DC"T;L"4C"[DCT"1J";"7;01;P/6"15"06J606DH68"P6JC06"C0";J460";D";5512DK6D4S"_C0"6\;KQ/6<"

if y > 0: 
         print(x) 

@36";PC76"54;46K6D4"15"/62;/";4"HCKQ1/6"41K6"676D"1J"x"15"DC4"86J1D68"W43;4"15V";5512D68";"7;/O6XS".D"6\H6Q41CD"15"

0;1568";4"0OD41K6"CD/L"1J"436"54;46K6D4"15"6\6HO468";D8"y>0S"@315"5H6D;01C"8C65"DC4"/6D8"1456/J"4C"54;41H";D;/L515"

P6H;O56V";5"1D"436"H;56";PC76V"14"K;L"P6"Q60J6H4/L"/C21H;/"4C"DC4"6760"Q01D4"x"OD/655"y>0S"

@3606"15"DC";P1/14L"4C"O56";"7;01;P/6"T143";D"OD1D141;/1`68"7;/O6"P6H;O56"assigned"7;01;P/65";/T;L5"06J606DH6"
CPU6H45"T31H3";/T;L5"3;76";"7;/O6";D8"unassigned"7;01;P/65"8C"DC4"6\154S""@3606JC06"NL43CD"0;1565";D"6\H6Q41CD"
T36D";D"OD;5512D68"W43;4"15V"DCD>6\1546D4X"7;01;P/6"15"06J606DH68S"

#D141;/1`;41CD"CJ"H/;55";02OK6D45"H;D"H;O56"OD6\Q6H468"065O/45"T36D";D";02OK6D4"15"564"4C";"86J;O/4"CPU6H4"T31H3"15"
KO4;P/6<"

def x(y=[]): 
    y.append(1) 
    print(y) 
x([2])#=> [2, 1], as expected (default was not needed) 
x() # [1] 
x() # [1, 1] continues to expand with each subsequent call 
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@36"P63;71CO0";PC76"15"DC4";"PO2">"14"15";"86J1D68"P63;71CO0"JC0"KO4;P/6"CPU6H45"PO4"14^5";"760L"P;8"186;"1D";/KC54"
;//"H;565"4C";5512D"86J;O/4"7;/O65"4C"KO4;P/6"CPU6H45S""

6.22.2	Guidance	to	language	users	

•! 'D5O06"43;4"14"15"DC4"/C21H;//L"QC551P/6"4C"06;H3";"06J606DH6"4C";"7;01;P/6"P6JC06"14"15";5512D68S"@36"6\;KQ/6"
;PC76"1//O540;465"UO54"5OH3";"H;56"T3606"436"Q0C20;KK60"T;D45"4C"Q01D4"436"7;/O6"CJ"x"PO4"3;5"DC4"

;5512D68";"7;/O6"4C"x"- "4315"Q0C765"43;4"43606"15"K1551D2V"C0"PLQ;5568V"HC86"D66868"4C"Q0C7186"x"T143";"

K6;D1D2JO/"7;/O6";4"0OD41K6S"

6.23	Operator	Precedence	and	Associativity	[JCW]	

6.23.1	Applicability	to	language	

NL43CD"Q0C71865"K;DL"CQ60;4C05";D8"/676/5"CJ"Q06H686DH6"5C"14"15"DC4"OD6\Q6H468"43;4"CQ60;4C0"Q06H686DH6";D8"
C0860"CJ"CQ60;41CD";06"DC4"T6//"OD86054CC8";D8"36DH6"K15O568S"_C0"6\;KQ/6<"

1 + 2 * 3 #=> 7, evaluates as 1 + (2 * 3) 
(1 + 2) * 3 #=> 9, parenthesis are allowed to coerce precedence 

'\Q06551CD5"43;4"O56";D8"C0"C0";06"67;/O;468"/6J4>4C>01234"T31H3"H;D"H;O56";"53C04"H10HO14<"

a or b or c 

#D"436"6\Q06551CD";PC76"c"15"D6760"67;/O;468"1J"614360"a"C0"b"67;/O;46"4C"True P6H;O56"436"6D4106"6\Q06551CD"

67;/O;465"4C"True 1KK681;46/L"T36D";DL"5OP"6\Q06551CD"67;/O;465"4C"TrueS"@36"53C04"H10HO14"6JJ6H4"15"DCD>

HCD56]O6D41;/";PC76"PO4"1D"436"H;56"P6/CT"436"6JJ6H4"15"5OP4/6";D8"QC46D41;//L"86540OH4176<"

def x(i): 
    if i: 
        return True 
    else: 
        1/0  # Hard stop 
a = 1 
b = 0 
while True: 
    if x(a) or x(b): 
        print('a or b is True') 

@36"HC86";PC76"T1//"2C"1D4C";D"6D8/655"/CCQ"P6H;O56"x(b)"15"D6760"67;/O;468S"#J"14"T;5"436"Q0C20;K"TCO/8"

460K1D;46"8O6"4C";D";446KQ468"817151CD"PL"`60CS"

6.23.2	Guidance	to	language	users	

•! e56"Q;06D436515"/1P60;//L"4C"JC0H6"1D46D868"Q06H686DH6";D8"1DH06;56"06;8;P1/14Lv"

•! i6";T;06"43;4"53C04>H10HO1468"6\Q06551CD5"H;D"H;O56"5OP4/6"600C05"P6H;O56"DC4";//"5OP>6\Q06551CD5"K;L"P6"
67;/O;468v";D8"

•! i06;["/;026&HCKQ/6\"54;46K6D45"1D4C"5K;//60"CD65"O51D2"46KQC0;0L"7;01;P/65"JC0"1D4601K"065O/45S"
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6.24	Side-effects	and	Order	of	Evaluation	of	Operands	[SAM]	

6.24.1	Applicability	to	language	

NL43CD"5OQQC045"56]O6DH6"ODQ;H[1D2"WQ;0;//6/";5512DK6D4X"1D"T31H3"6;H3"6/6K6D4"CJ"436"01234"3;D8"5186"
W6\Q065568";5";"4OQ/6X"15"67;/O;468";D8"436D";5512D68"4C"6;H3"6/6K6D4"CJ"436"/6J4>3;D8"5186"Wfh$X"1D"/6J4>4C>01234"
56]O6DH6S"_C0"6\;KQ/6V"436"JC//CT1D2"15";"5;J6"T;L"4C"6\H3;D26"7;/O65"1D"NL43CD<"

a = 1 
b = 2 
a, b = b, a # swap values between a and b 
print (a,b)#=> 2, 1 

.5512DK6D4"CJ"436"4;02645"Wfh$X"Q0CH6685"/6J4>4C>01234"5C"C760/;Q5"CD"436"/6J4"5186";06"DC4"5;J6<"

a = [0,0] 
i = 0 
i, a[i] = 1, 2 #=> Index is set to 1; list is updated at [1] 
print(a) #=> 0,2 

NL43CD"iCC/6;D"CQ60;4C05";06"CJ46D"O568"4C";5512D"7;/O65";5"1D<"

a = b or c or d or None 

a"15";5512D68"436"J1054"7;/O6"CJ"436"J1054"CPU6H4"43;4"3;5";"DCD>̀60C"W43;4"15V"TrueX"7;/O6"C0V"1D"436"6\;KQ/6";PC76V"

436"7;/O6"None"1J"bV"cV";D8"d ;06";//"FalseS"@315"15";"HCKKCD";D8"T6//"OD86054CC8"Q0;H41H6S"hCT6760V"40COP/6"

H;D"P6"1D40C8OH68"T36D"JODH41CD5"C0"C4360"HCD540OH45"T143"5186"6JJ6H45";06"O568"CD"436"01234"5186"CJ";"iCC/6;D"
CQ60;4C0<"

if a() or b() 

#J"JODH41CD"a"064O0D5";"True"065O/4"436D"JODH41CD"b"T1//"DC4"P6"H;//68"T31H3"K;L"H;O56"OD6\Q6H468"065O/45S"

6.24.2	Guidance	to	language	users	

•! i6";T;06"CJ"NL43CD^5"53C04>H10HO141D2"P63;71CO0"T36D"6\Q06551CD5"T143"5186"6JJ6H45";06"O568"CD"436"01234"
5186"CJ";"iCC/6;D"6\Q06551CDv"1J"D6H655;0L"Q60JC0K"6;H3"6\Q06551CD"J1054";D8"436D"67;/O;46"436"065O/45<"

x = a() 
y = b() 
if x or y … 

•! i6";T;06"43;4V"676D"43CO23"C760/;Q5"P64T66D"436"/6J4"3;D8"5186";D8"436"01234"3;D8"5186";06"5;J6V"14"15"
QC551P/6"4C"3;76"OD1D46D868"065O/45"T36D"436"7;01;P/65"CD"436"/6J4"5186"C760/;Q"T143"CD6";DC4360"5C"
;/T;L5"6D5O06"43;4"436";5512DK6D45";D8"/6J4>4C>01234"56]O6DH6"CJ";5512DK6D45"4C"436"7;01;P/65"CD"436"/6J4"
3;D8"5186"D6760"C760/;QS"#J"D6H655;0LV";D8&C0"1J"14"K;[65"436"HC86"6;5160"4C"OD86054;D8V"HCD51860"P06;[1D2"
436"54;46K6D4"1D4C"4TC"C0"KC06"54;46K6D45v"

# overlapping  
a = [0,0] 
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i = 0 
i, a[i] = 1, 2 #=> Index is set to 1; list is updated at [1] 
print(a) #=> 0,2 
# Non-overlapping 
a = [0,0] 
i, a[0] = 1, 2 
print(a) #=> 2,0 
 

6.25	Likely	Incorrect	Expression	[KOA]	

6.25.1	Applicability	to	language	

NL43CD"2C65"4C"5CK6"/6D2435"4C"36/Q"Q0676D4"/1[6/L"1DHC006H4"6\Q06551CD5<"

•! @6541D2"JC0"6]O17;/6DH6"H;DDC4"P6"HCDJO568"T143";5512DK6D4<"
a = b = 1 
if (a=b): print(a,b) #==> syntax error 
if (a==b): print(a,b) #==> 1 1 
 

•! i CC/6;D"CQ60;4C05"O56"'D2/153"TC085"notV"andV"orv"P14T156"CQ60;4C05"O56"5LKPC/5"~V"&V"|"065Q6H4176/LS"

hCT6760"NL43CD"8C65"3;76"5CK6"5OP4/64165"43;4"H;D"H;O56"OD6\Q6H468"065O/45<"
o! $[1QQ1D2"436"Q;06D436565";J460";"JODH41CD"8C65"DC4"1D7C[6";"H;//"4C"436"JODH41CD";D8"T1//"J;1/"

51/6D4/L"P6H;O56"14^5";"/62141K;46"06J606DH6"4C"436"JODH41CD"CPU6H4<"
class a: 
 def demo(): 
  print("in demo") 
a.demo()#=> in demo 
a.demo  #=> <function demo at 0x000000000342A9C8> 
x = a.demo 
x() #=> in demo 

@36"4TC"/1D65"43;4"06J606DH6"436"JODH41CD"T143CO4"40;1/1D2"Q;06D436565";PC76"86KCD540;46"3CT"
43;4"5LD4;\"15";"06J606DH6"4C"436"JODH41CD"object";D8"DC4";"H;//"4C"436"JODH41CDS"

•! iO1/4>1D"JODH41CD5"43;4"Q60JC0K"1D>Q/;H6"CQ60;41CD5"CD"KO4;P/6"CPU6H45"W43;4"15V"/1545V"81H41CD;0165V";D8"
5CK6"H/;55"1D54;DH65X"8C"DC4"064O0D"436"H3;D268"CPU6H4"- "436L"064O0D"None<"
a = [] 
a.append("x") 
print(a) #=> ['x'] 
a = a.append("y") 
print(a) #=> None 

6.25.2	Guidance	to	language	users	

•! i6"5O06"4C";88"Q;06D436565";J460";"JODH41CD"H;//"1D"C0860"4C"1D7C[6"436"JODH41CDv";D8"

•! w66Q"1D"K1D8"43;4";DL"JODH41CD"43;4"H3;D265";"KO4;P/6"CPU6H4"1D"Q/;H6"064O0D5";"None"CPU6H4"- "DC4"436"
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H3;D268"CPU6H4"51DH6"43606"15"DC"D668"4C"064O0D";D"CPU6H4"P6H;O56"436"CPU6H4"3;5"P66D"H3;D268"PL"436"
JODH41CDS""

6.26	Dead	and	Deactivated	Code	[XYQ]	

6.26.1	Applicability	to	language	

@3606";06"K;DL"T;L5"4C"3;76"86;8"C0"86;H417;468"HC86"CHHO0"1D";"Q0C20;K";D8"NL43CD"15"DC"81JJ606D4"1D"43;4"
062;08S"_O04360V"NL43CD"8C65"DC4"Q0C7186"54;41H";D;/L515"4C"8646H4"5OH3"HC86"DC0"8C65"436"760L"8LD;K1H"86512D"CJ"
NL43CD^5"/;D2O;26"/6D8"1456/J"4C"5OH3";D;/L515S""

@36"KC8O/6";D8"06/;468"import"54;46K6D4"Q0C71865"HCD76D16D4"T;L5"4C"20COQ";4401PO465"WJC0"6\;KQ/6V"

JODH41CD5V"D;K65V";D8"H/;5565X"1D4C";"J1/6"T31H3"H;D"436D"P6"HCQ168V"1D"T3C/6V"C0"1D"Q;04"WO51D2"436"from"

54;46K6D4XV"1D4C";DC4360"NL43CD"KC8O/6S".//"CJ"436";4401PO465"CJ";"KC8O/6";06"HCQ168"T36D"614360"CJ"436"JC//CT1D2"
JC0K5"CJ"436"import"54;46K6D4"15"O568S"@315"15"0CO23/L"6]O17;/6D4"4C"51KQ/L"HCQL1D2"1D";//"CJ"HC86"8106H4/L"1D4C"

436"1KQC041D2"Q0C20;K"T31H3"H;D"065O/4"1D"HC86"43;4"15"D6760"1D7C[68"WJC0"6\;KQ/6V"JODH41CD5"T31H3";06"D6760"
H;//68";D8"36DH6"b86;8cX<"

import modulename 
from modulename import * 

@36"import"54;46K6D4"1D"NL43CD"/C;85";"KC8O/6"1D4C"K6KC0LV"HCKQ1/65"14"1D4C"PL46"HC86V";D8"436D"6\6HO465"14S"

$OP56]O6D4"6\6HO41CD5"CJ";D"1KQC04"JC0"43;4"5;K6"KC8O/6";06"12DC068"PL"NL43CD";D8"3;76"DC"6JJ6H4"CD"436"
Q0C20;K"T3;45C6760S"@36"reload"54;46K6D4"15"06]O1068"4C"JC0H6";"KC8O/6V";D8"145";4401PO465V"4C"P6"/C;868V"

HCKQ1/68V";D8"6\6HO468S"

6.26.2	Guidance	to	language	users	

•! #KQC04"UO54"436";4401PO465"43;4";06"06]O1068"PL"O51D2"436"from"54;46K6D4"4C";7C18";881D2"86;8"HC86v";D8"

•! i6";T;06"43;4"5OP56]O6D4"1KQC045"3;76"DC"6JJ6H4v"O56"436"reload"54;46K6D4"1D546;8"1J";"J0653"HCQL"CJ"

436"KC8O/6"15"8651068S"

6.27	Switch	Statements	and	Static	Analysis	[CLL]	

6.27.1	Applicability	to	language	

iL"86512D"NL43CD"8C65"DC4"3;76";"5T14H3"54;46K6D4"DC0"8C65"14"3;76"436"HCDH6Q4"CJ"/;P6/5"C0"P0;DH31D2"4C";"
86K;0H;468"bQ/;H6cS"NL43CD"6DJC0H65"540OH4O06"PL"DC4"Q0C7181D2"43656"HCD540OH45"PO4"14";/5C"Q0C71865"56760;/"
54;46K6D45"4C"56/6H4";H41CD5"4C"Q60JC0K"P;568"CD"436"7;/O6"CJ";"7;01;P/6"C0"6\Q06551CDS"@36"J1054"CJ"43656";06"436"
if/elif/else"54;46K6D45"T31H3"CQ60;46";5"436L"8C"1D"C4360"/;D2O;265"5C"4315"T;00;D45"DC"JO04360"HC760;26"

3606S"

NL43CD"Q0C71865";"break"54;46K6D4"T31H3";//CT5";"/CCQ"4C"P6"P0C[6D"T143";D"1KK681;46"P0;DH3"4C"436"J1054"

54;46K6D4";J460"436"/CCQ"PC8L<"

a = 1 
while True: 
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    if a > 3: 
         break 
    else: 
        print(a) 
        a += 1 

@36"/CCQ";PC76"Q01D45"+V")";D8"9V"6;H3"CD"56Q;0;46"/1D65V"436D"460K1D;465"OQCD"6\6HO41CD"CJ"436"break"

54;46K6D4S"

6.27.2	Guidance	to	language	users	

e56"if/elif/else"54;46K6D45"4C"Q0C7186"436"6]O17;/6D4"CJ"5T14H3"54;46K6D45S	

6.28	Demarcation	of	Control	Flow	[EOJ]	

6.28.1	Applicability	to	language	

NL43CD"K;[65"86K;0H;41CD"CJ"HCD40C/"J/CT"760L"H/6;0"P6H;O56"14"O565"1D86D4;41CD"WO51D2"5Q;H65"C0"4;P5"- "PO4"DC4"
PC43X";D8"OD86D4;41CD";5"436"only"86K;0H;41CD"HCD540OH4<"

a, b = 1, 1 
if a: 
    print("a is True") 
else: 
    print("False") 
    if b: 
        print("b is true") 

     print("back to main level") 

@36"HC86";PC76"Q01D45"ba is Truec"JC//CT68"PL"bback to main levelcS"IC46"3CT"HCD40C/"15"Q;5568"J0CK"

436"J1054"if"54;46K6D4^5"True"Q;43"4C"436"K;1D"/676/"P;568"6D4106/L"CD"1D86D4;41CD"T31/6"1D"KC54"C4360"/;D2O;265"

436"J1D;/"/1D6"TCO/8"6\6HO46"CD/L"T36D"436"56HCD8"if"67;/O;468"4C"TrueS"

6.28.2	Guidance	to	language	users	

e56"CD/L"5Q;H65"C0"4;P5V"DC4"PC43V"4C"1D86D4"4C"86K;0["HCD40C/"J/CTS"

6.29	Loop	Control	Variables	[TEX]	

6.29.1	Applicability	to	language	

NL43CD"Q0C71865"4TC"/CCQ"HCD40C/"54;46K6D45<"while";D8"for. @36L"6;H3"5OQQC04"760L"J/6\1P/6"HCD40C/"

HCD540OH45"P6LCD8";"51KQ/6"/CCQ"HCD40C/"7;01;P/6S".5512DK6D45"1D"436"/CCQ"HCD40C/"54;46K6D4"W43;4"15V"while"C0"
forX"T31H3"H;D"P6";"J06]O6D4"5CO0H6"CJ"Q0CP/6K5V";06"DC4";//CT68"1D"NL43CD"- "NL43CD^5"/CCQ"HCD40C/"54;46K6D45"

O56"6\Q06551CD5"T31H3"cannot"HCD4;1D";5512DK6D4"54;46K6D45S"

@36"while"54;46K6D4"/6;765"436"/CCQ"HCD40C/"6D4106/L"OQ"4C"436"Q0C20;KK60";5"1D"436"6\;KQ/6"P6/CT<"
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a = 1 
while a: 
    print('in loop') 
    a = False # force loop to end after one iteration 
else: 
    print('exiting loop') 

@36"for"54;46K6D4"15"ODO5O;/"1D"43;4"14"8C65"DC4"Q0C7186";"/CCQ"HCD40C/"7;01;P/6"43606JC06"14"15"DC4"QC551P/6"4C"7;0L"

436"56]O6DH6"C0"DOKP60"CJ"1460;41CD5"43;4";06"Q60JC0K68"C4360"43;D"PL"436"O56"CJ"436"break"54;46K6D4"WHC76068"

1D"ZS)Y":6K;0H;41CD"CJ"(CD40C/"_/CT"q'%ErX"T31H3"H;D"P6"O568"4C"1KK681;46/L"P0;DH3"4C"436"54;46K6D4";J460"436"
/CCQ"P/CH[S"

F36D"O51D2"436"for"54;46K6D4"4C"1460;46"43CO23";D"1460;P/6"CPU6H4"5OH3";5";"/154V"43606"15"DC"T;L"4C"1DJ/O6DH6"436"

/CCQ"bHCOD4c"P6H;O56"14^5"DC4"6\QC568S"@36"7;01;P/6"a"1D"436"6\;KQ/6"P6/CT"4;[65"CD"436"7;/O6"CJ"436"J1054V"436D"

436"56HCD8V"436D"436"43108"K6KP60"CJ"436"/154<"

x = ['a', 'b', 'c'] 
for a in x: 
    print(a) 
#=>a 
#=>b 
#=>c 

#4"15"QC551P/6V"43CO23"DC4"06HCKK6D868V"4C"H3;D26";"KO4;P/6"CPU6H4";5"14"15"P61D2"40;760568"T31H3"1D"4O0D"H3;D265"
436"DOKP60"CJ"1460;4CD5"Q60JC0K68S"#D"436"H;56"P6/CT"436"/CCQ"15"Q60JC0K68"CD/L"4TC"41K65"1D546;8"CJ"436"43066"
41K65"3;8"436"/154"P66D"/6J4"1D4;H4<""

x = ['a', 'b', 'c'] 
for a in x: 
    print(a) 
    del x[0] 
print(x) 
#=> a 
#=> c 
#=> ['c'] 

6.29.2	Guidance	to	language	users	

•! i6"H;06JO/"4C"CD/L"KC81JL"/CCQ"HCD40C/"7;01;P/65"1D"T;L5"43;4";06"6;51/L"OD86054CC8";D8"1D"T;L5"43;4"
H;DDC4"/6;8"4C";"Q06K;4O06"6\14"C0";D"6D8/655"/CCQS	

•! F36D"O51D2"436"for"54;46K6D4"4C"1460;46"430CO23";"KO4;P/6"CPU6H4V"8C"DC4";88"C0"86/646"K6KP605"

P6H;O56"14"HCO/8"3;76"OD6\Q6H468"065O/45S	
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6.30	Off-by-one	Error	[XZH]	

6.30.1	Applicability	to	language	

@36"NL43CD"/;D2O;26"1456/J"15"7O/D60;P/6"4C"CJJ"PL"CD6"600C05";5"15";DL"/;D2O;26"T36D"O568"H;06/655/L"C0"PL";"
Q605CD"DC4"J;K1/1;0"T143"NL43CD^5"1D86\"J0CK"`60C"7605O5"J0CK"CD6S"NL43CD"8C65"DC4"Q0676D4"CJJ"PL"CD6"600C05"PO4"
145"0OD41K6"PCOD85"H36H[1D2"JC0"5401D25";D8"/1545"8C65"/6556D"436"H3;DH65"43;4"8C1D2"5C"T1//"H;O56"3;0KS"#4"15";/5C"
DC4"QC551P/6"4C"1D86\"Q;54"436"6D8"C0"P621DD1D2"CJ";"5401D2"C0"/154"PL"P61D2"CJJ"PL"CD6"P6H;O56"NL43CD"8C65"DC4"O56"
;"56D41D6/"H3;0;H460";D8"14";/T;L5"H36H[5"1D86\65"P6JC06";446KQ41D2"4C"1D86\"1D4C"5401D25";D8"/1545";D8"0;1565";D"
6\H6Q41CD"T36D"43610"PCOD85";06"6\H66868S"

6.30.2	Guidance	to	language	users	

•! i6";T;06"CJ"NL43CD^5"1D86\1D2"J0CK"`60C";D8"HC86";HHC081D2/LS	

6.31	Structured	Programming	[EWD]	

6.31.1	Applicability	to	language	

NL43CD"15"86512D68"4C"K;[6"14"51KQ/60"4C"T0146"540OH4O068"Q0C20;K"PL"06]O101D2"1D86D4;41CD";D8"8686D4;41CD"4C"
53CT"5HCQ6"CJ"HCD40C/"1D"P/CH[5"CJ"HC86<"

a = 1 
b = 1 
if a == b: 
    print("a == b")#=> a == b 
    if a > b: 
        print("a > b") 
else: 
    print("a != b") 

#D"K;DL"/;D2O;265"436"/;54"print"54;46K6D4"TCO/8"P6"6\6HO468"P6H;O56"436L";55CH1;46"436"else"T143"436"

1KK681;46/L"Q01C0"if"T31/6"NL43CD"O565"1D86D4;41CD"4C"/1D["436"else"T143"145";55CH1;468"if"54;46K6D4"W43;4"15V"

436"CD6"above"14XS"

NL43CD";/5C"6DHCO0;265"540OH4O068"Q0C20;KK1D2"PL"not"1D40C8OH1D2";DL"/;D2O;26"HCD540OH45"T31H3"HCO/8"/6;8"4C"
OD540OH4O068"HC86"WJC0"6\;KQ/6V"G%"@%"54;46K6D45XS"

NL43CD"8C65"3;76"4TC"54;46K6D45"43;4"HCO/8"P6"716T68";5"OD540OH4O068S"@36"J1054"15"436"break"54;46K6D4S"#4^5"

O568"1D";"/CCQ"4C"6\14"436"/CCQ";D8"HCD41DO6"T143"436"J1054"54;46K6D4"43;4"JC//CT5"436"/;54"54;46K6D4"T1431D"436"
/CCQ"P/CH[S"@315"15";"4LQ6"CJ"P0;DH3"PO4"14"15"5OH3";"O56JO/"HCD540OH4"43;4"J6T"TCO/8"HCD51860"14"bOD540OH4O068c"C0";"
P;8"HC81D2"Q0;H41H6S"

@36"56HCD8"15"436"try/except"P/CH["T31H3"15"O568"4C"40;Q";D8"Q0CH655"6\H6Q41CD5S"F36D";D"6\H6Q41CD"15"

430CTD";"P0;DH3"15"K;86"4C"436"except"P/CH[<"

def divider(a,b): 
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    return a/b 
try: 
    print(divider(1,0)) 
except ZeroDivisionError: 
    print('division by zero attempted') 

6.31.2	Guidance	to	language	users	

•! NL43CD"CJJ605"J6T"HCD540OH45"43;4"HCO/8"/6;8"4C"OD540OH4O068"HC86S""hCT6760V"UO81H1CO5"O56"CJ"break"

54;46K6D45"15"6DHCO0;268"4C";7C18"HCDJO51CDS"

6.32	Passing	Parameters	and	Return	Values	[CSJ]	

6.32.1	Applicability	to	language	

NL43CD^5"CD/L"5OPQ0C20;K"4LQ6"15"436"JODH41CDS"'76D"43CO23"436"import"54;46K6D4"8C65"6\6HO46"436"1KQC0468"

KC8O/6^5"4CQ"/676/"HC86"W436"J1054"41K6"14"15"1KQC0468XV"436"import"54;46K6D4"H;DDC4"6JJ6H4176/L"P6"O568";5";"T;L"

4C"06Q6;468/L"6\6HO46";"560165"CJ"54;46K6D45"

NL43CD"Q;5565";02OK6D45"PL";5512DK6D4"T31H3"15"51K1/;0"4C"Q;551D2"PL"QC1D460"C0"06J606DH6S"NL43CD";5512D5"436"
Q;5568";02OK6D45"4C"436"JODH41CD^5"/CH;/"7;01;P/65"PO4"OD/1[6"5CK6"C4360"/;D2O;265V"51KQ/L"3;71D2"436";880655"CJ"
436"H;//60^5";02OK6D4"8C65"DC4";O4CK;41H;//L";//CT"436"H;//68"JODH41CD"4C"H3;D26";DL"CJ"436"CPU6H45"06J606DH68"PL"
43C56";02OK6D45"- "CD/L"mutable"CPU6H45"06J606DH68"PL"Q;5568";02OK6D45"H;D"P6"H3;D268S"NL43CD"3;5"DC"HCDH6Q4"
CJ";/1;51D2"T3606";"JODH41CD^5"7;01;P/65";06"K;QQ68"4C"436"H;//60^5"7;01;P/65"5OH3"43;4";DL"H3;D265"K;86"4C"436"
JODH41CD^5"7;01;P/65";06"K;QQ68"C760"4C"436"K6KC0L"/CH;41CD"CJ"436"H;//60^5";02OK6D45S""

a = 1 
def f(x): 
    x += 1 
    print(x)#=> 2 
f(a) 
print(a)#=> 1 

#D"436"6\;KQ/6";PC76V";D"1KKO4;P/6"1D46260"15"Q;5568";5";D";02OK6D4";D8"436"JODH41CD^5"/CH;/"7;01;P/6"15"OQ8;468"
;D8"436D"815H;0868"T36D"436"JODH41CD"2C65"CO4"CJ"5HCQ6"43606JC06"436"CPU6H4"436"H;//60^5";02OK6D4"06J606DH65"15"
DC4";JJ6H468S"#D"436"6\;KQ/6"P6/CTV"436";02OK6D4"15"KO4;P/6";D8"15"43606JC06"OQ8;468"1D"Q/;H6<"

a = [1] 
def f(x): 
    x[0] = 2 
f(a) 
print(a)#=> [2] 

IC46"43;4"436"/154"CPU6H4"a"15"DC4"H3;D268"- "14^5"436"5;K6"CPU6H4"PO4"145"HCD46D4";4"1D86\"0"3;5"H3;D268S"

@36"return"54;46K6D4"H;D"P6"O568"4C"064O0D";"7;/O6"JC0";"JODH41CD<"

def doubler(x): 
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   return x * 2 
x = 1 
x = doubler(x) 
print(x)#=> 2 

@36"6\;KQ/6";PC76";/5C"86KCD540;465";"T;L"4C"6KO/;46";"H;//"PL"06J606DH6"PL";5512D1D2"436"064O0D68"CPU6H4"4C"
436"Q;5568";02OK6D4S"@315"15"DC4";"40O6"H;//"PL"06J606DH6";D8"NL43CD"8C65"DC4"06Q/;H6"436"7;/O6"CJ"436"CPU6H4"xV"

0;4360"14"H06;465";"D6T"CPU6H4"x";D8";5512D5"14"436"7;/O6"064O0D68"J0CK"436"doubler"JODH41CD";5"Q0C76D"PL"436"

HC86"P6/CT"T31H3"815Q/;L5"436";880655"CJ"436"1D141;/";D8"436"D6T"CPU6H4"x<"

def doubler(x): 
   return x * 2 
x = 1 
print(id(x)) #=> 506081728 
x = doubler(x) 
print(id(x)) #=> 506081760 

@36"CPU6H4"06Q/;H6K6D4"Q0CH655"86KCD540;468";PC76"JC//CT5"NL43CD^5"DC0K;/"Q0CH6551D2"CJ"any"54;46K6D4"T31H3"
H3;D265"436"7;/O6"CJ";D"1KKO4;P/6"CPU6H4";D8"15"DC4";"5Q6H1;/"6\H6Q41CD"JC0"JODH41CD"064O0D5S"

IC46"43;4"NL43CD"JODH41CD5"064O0D";"7;/O6"CJ"none"T36D"DC"return"54;46K6D4"15"6\6HO468"C0"T36D";"return"

T143"DC";02OK6D45"15"6\6HO468S 

6.32.2	Guidance	to	language	users	

•! (06;46"HCQ165"CJ"KO4;P/6"CPU6H45"P6JC06"H;//1D2";"JODH41CD"1J"H3;D265";06"DC4"T;D468"4C"KO4;P/6"
;02OK6D45v";D8"

•! #J";"JODH41CD"T;D45"4C"6D5O06"43;4"14"8C65"DC4"H3;D26"KO4;P/6";02OK6D45"14"H;D"K;[6"HCQ165"CJ"43C56"
;02OK6D45";D8"CQ60;46"CD"436K"1D546;8S"

6.33	Dangling	References	to	Stack	Frames	[DCM]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56V"T31/6"NL43CD"8C65"Q0C7186";"T;L"4C"1D5Q6H4"436";880655"CJ"
;D"CPU6H4V"JC0"6\;KQ/6V"436"id"JODH41CDV"14"8C65"DC4"Q0C7186";"T;L"4C"O56"43;4";880655"4C";HH655";D"CPU6H4S"

6.34	Subprogram	Signature	Mismatch	[OTR]	

6.34.1	Applicability	to	language	

NL43CD"5OQQC045"QC5141CD;/V"“keyword=value”V"C0"PC43"[1D85"CJ";02OK6D45S"#4";/5C"5OQQC045"7;01;P/6"DOKP605"CJ"
;02OK6D45";D8V"C4360"43;D"436"H;56"CJ"7;01;P/6";02OK6D45V"T1//"H36H[";4"0OD41K6"JC0"436"HC006H4"DOKP60"CJ"
;02OK6D45"K;[1D2"14"1KQC551P/6"4C"HC00OQ4"436"H;//"54;H["1D"NL43CD"T36D"O51D2"54;D8;08"KC8O/65S"

NL43CD"3;5"6\46D5176"6\46D51CD";D8"6KP6881D2".N#5"43;4"1DH/O865"JODH41CD5";D8"H/;5565"4C"O56"T36D"6\46D81D2"C0"
6KP6881D2"NL43CDS"@3656"Q0C7186"JC0"5OPQ0C20;K"512D;4O06"H36H[1D2";4"0OD41K6"JC0"KC8O/65"HC868"1D"DCD>
NL43CD"/;D2O;265S":15HO551CD"CJ"4315".N#"15"P6LCD8"436"5HCQ6"CJ"4315";DD6\"PO4"436"06;860"53CO/8"P6";T;06"43;4"
1KQ0CQ60"HC81D2"CJ";DL"DCD>NL43CD"KC8O/65"C0"43610"1D460J;H6"HCO/8"H;O56";"H;//"54;H["Q0CP/6K"
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- reading the section on dangling references to stack frames 
reminded me that if you want to write robust, secure, and 
reliable code, don't use the ctypes module (since that *does* 
let you access arbitrary memory addresses). cffi is a safer third 
party alternative, since it will read C header files and generate 
safe(r) Python wrappers than  direct C ABI access with ctypes. 
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6.34.2	Guidance	to	language	users	

.QQ/L"436"2O18;DH6"865H01P68"1D"@A")B==)>+"H/;O56"ZS9BS,S"

6.35	Recursion	[GDL]	

6.35.1	Applicability	to	language	

A6HO051CD"15"5OQQC0468"1D"NL43CD";D8"15V"PL"86J;O/4V"/1K1468"4C";"86Q43"CJ"+V***"T31H3"H;D"P6"C76001886D"O51D2"436"
setrecursionlimit JODH41CDS"#J"436"/1K14"15"564"3123"6DCO23V";"0OD;T;L"06HO051CD"HCO/8"6\3;O54";//"K6KC0L"

065CO0H65"/6;81D2"4C";"86D1;/"CJ"56071H6S"

6.35.2	Guidance	to	language	users	

.QQ/L"436"2O18;DH6"865H01P68"1D"@A")B==)>+"H/;O56"ZS9, S,"

6.36	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]	

6.36.1	Applicability	to	language	

NL43CD"Q0C71865"54;46K6D45"4C"3;D8/6"6\H6Q41CD5"T31H3"HCD51860;P/L"51KQ/1JL"436"8646H41CD";D8"3;D8/1D2"CJ"
6\H6Q41CD5S"A;4360"43;D"P61D2";"7O/D60;P1/14LV"NL43CD^5"6\H6Q41CD"3;D8/1D2"54;46K6D45"Q0C7186";"T;L"4C"JC1/"86D1;/"
CJ"56071H6";44;H[5<"

def mainpgm(x, y): 
    return x/y 
for x in range(3): 
    try: 
        y = mainpgm(1,x) 
    except: 
        print('Problem in mainpgm') 
        # clean up code… 
    else: 
        print (y) 

@36"6\;KQ/6"HC86";PC76"Q01D45<"

Problem in mainpgm 
1.0 
0.5 

@36"186;";PC76"15"4C"6D5O06"43;4"436"K;1D"Q0C20;KV"T31H3"HCO/8"P6";"T6P"560760V"15";//CT68"4C"HCD41DO6"4C"0OD"
;J460";D"6\H6Q41CD"PL"7104O6"CJ"436"try/except"54;46K6D4"Q;10S"

6.36.2	Guidance	to	language	users	

•! e56"NL43CD^5"6\H6Q41CD"3;D8/1D2"T143"H;06"1D"C0860"4C"DC4"H;4H3"600C05"43;4";06"1D46D868"JC0"C4360"
6\H6Q41CD"3;D8/605v";D8	
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•! e56"6\H6Q41CD"3;D8/1D2V"PO4"8106H468"4C"5Q6H1J1H"4C/60;P/6"6\H6Q41CD5V"4C"6D5O06"43;4"H0OH1;/"Q0CH65565"H;D"
HCD41DO6"4C"0OD"676D";J460"H604;1D"6\H6Q41CD5";06"0;1568S	

6.37	Type-breaking	Reinterpretation	of	Data	[AMV]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56";5512DK6D45";06"K;86"4C"CPU6H45";D8"436"CPU6H4";/T;L5"
3C/85"436"4LQ6"- "DC4"436"7;01;P/6V"43606JC06";//"06J606DH68"CPU6H45"3;5"436"5;K6"4LQ6";D8"43606"15"DC"T;L"4C"3;76"
KC06"43;D"CD6"4LQ6"JC0";DL"2176D"CPU6H4S"

6.38	Deep	vs.	Shallow	Copying	[YAN]	

6.38.1	Applicability	to	language	

@i: "

6.38.2	Guidance	to	language	users	

@i: "

6.39	Memory	Leaks	and	Heap	Fragmentation	[XYL]	

6.39.1	Applicability	to	language	

NL43CD"5OQQC045";O4CK;41H"2;0P;26"HC//6H41CD"5C"1D"436C0L"14"53CO/8"DC4"3;76"K6KC0L"/6;[5S"hCT6760V"43606";06"
;4"/6;54"43066"26D60;/"H;565"1D"T31H3"K6KC0L"H;D"P6"064;1D68";J460"14"15"DC"/CD260"D66868S"@36"J1054"15"T36D"
1KQ/6K6D4;41CD>86Q6D86D4"K6KC0L";//CH;41CD&86>;//CH;41CD";/2C0143K5"WC0"676D"PO25X"H;O56";"/6;["- "4315"15"
P6LCD8"436"5HCQ6"CJ"4315";DD6\S"@36"56HCD8"26D60;/"H;56"15"T36D"CPU6H45"06K;1D"06J606DH68";J460"436L";06"DC"
/CD260"D66868S"@315"15";"/C21H"600C0"T31H3"06]O1065"436"Q0C20;KK60"4C"KC81JL"436"HC86"4C"86/646"06J606DH65"4C"
CPU6H45"T36D"436L";06"DC"/CD260"06]O1068S""

@3606"15";"43108"760L"5OP4/6"K6KC0L"/6;["H;56"T36061D"CPU6H45"KO4O;//L"06J606DH6"CD6";DC4360"T143CO4";DL"
CO45186"06J606DH65"06K;1D1D2"- ";"[1D8"CJ"86;8/L"6KP0;H6"T3606"CD6"CPU6H4"06J606DH65";"56HCD8"CPU6H4"WC0"20COQ"
CJ"CPU6H45X"5C"436"56HCD8"CPU6H4W5X"H;D^4"P6"HC//6H468"PO4"436"56HCD8"CPU6H4W5X";/5C"06J606DH6"436"J1054"CD6W5X"5C"
14&436L"4CC"H;D^4"P6"HC//6H468S""@315"20COQ"15"[DCTD";5"HLH/1H"2;0P;26S""NL43CD"Q0C71865";"2;0P;26"HC//6H41CD"
KC8O/6"H;//68"gc"T31H3"3;5"JODH41CD5"T31H3"6D;P/6"436"Q0C20;KK60"4C"6D;P/6";D8"815;P/6"HLH/1H"2;0P;26"

HC//6H41CD";5"T6//";5"1D5Q6H4"436"54;46"CJ"CPU6H45"40;H[68"PL"436"HLH/1H"2;0P;26"HC//6H4C0"5C"43;4"43656V"CJ46D"760L"
5OP4/6"/6;[5V"H;D"P6"40;H68";D8"6/1K1D;468S"

•! A6/6;56";//"CPU6H45"T36D"436L";06"DC"/CD260"06]O1068S"

6.40	Templates	and	Generics	[SYM]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"8C65"DC4"1KQ/6K6D4"43656"K6H3;D15K5S"
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For shallow copying: we don't detect or prevent it, but 
reference counting at least ensures the references copied that 
way remain alive. 
(Hmm, that does prompt a thought though: memoryview and 
the PEP 3118 buffer protocol do create some interesting new 
issues, since the obligation is on the buffer publisher to ensure 
that the memory remains valid at least as long as the object 
lives, while buffer consumers need to make sure they keep an 
active reference to the publisher) 
"
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6.41	Inheritance	[RIP]	

6.41.1	Applicability	to	language	

NL43CD"5OQQC045"1D36014;DH6"430CO23";"3160;0H31H;/"56;0H3"CJ"D;K65Q;H65"54;041D2";4"436"5OPH/;55";D8"Q0CH6681D2"
OQT;08"430CO23"436"5OQ60H/;5565S"gO/41Q/6"1D36014;DH6"15";/5C"5OQQC0468S".DL"1D3601468"K643C85";06"5OPU6H4"4C"
436"5;K6"7O/D60;P1/14165"43;4"CHHO0"T36D6760"O51D2"HC86"43;4"15"DC4"T6//"OD86054CC8S	

6.41.2	Guidance	to	language	users	

•! #D36014"CD/L"J0CK"40O5468"H/;5565v";D8	

•! e56"NL43CD^5"PO1/4>1D"8CHOK6D4;41CD"W5OH3";5"8CH5401D25X"4C"CP4;1D"1DJC0K;41CD";PCO4";"H/;55^"K643C8"
P6JC06"1D360141D2"J0CK"14S"

6.42	Violations	of	the	Liskov	Substitution		Principle	or	the	Contract	Model		[BLP]	

6.42.1	Applicability	to	language	

@i: "

6.42.2	Guidance	to	language	users	

@i: "

	
6.43	Redispatching	[PPH]	

6.43.1	Applicability	to	language	

@i: "

6.43.2	Guidance	to	language	users	

@i: "

6.44	Polymorphic	variables	[BKK]	

6.44.1	Applicability	to	language	

@i: "

6.44.2	Guidance	to	language	users	

@i: "
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Liskov/redispatch/polymorphism, I'm not really the right person 
to ask - the folks working on mypy and other typechecking 
tools are. 
Probably the best way to contact them would be to file an issue 
on https://github.com/python/typing/issues asking for their 
feedback."
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Comment [SGM18]: (CKK6D4"J0CK"I1H["(C23/;D<"
For Liskov/redispatch/polymorphism, I'm not really the right 
person to ask - the folks working on mypy and other 
typechecking tools are. 
Probably the best way to contact them would be to file an issue 
on https://github.com/python/typing/issues asking for their 
feedback."

Comment [SGM19]: IC46"J0CK"I1H["(C23/;D<"
For Liskov/redispatch/polymorphism, I'm not really the right 
person to ask - the folks working on mypy and other 
typechecking tools are. 
Probably the best way to contact them would be to file an issue 
on https://github.com/python/typing/issues asking for their 
feedback."
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6.45	Extra	Intrinsics	[LRM]	

6.45.1	Applicability	to	language	

NL43CD"Q0C71865";"564"CJ"PO1/4>1D"1D401D51H5"T31H3";06"1KQ/1H14/L"1KQC0468"1D4C";//"NL43CD"5H01Q45S".DL"CJ"436"PO1/4>1D"
7;01;P/65";D8"JODH41CD5"H;D"43606JC06"6;51/L"P6"C76001886D<"

x = 'abc' 
print(len(x))#=> 3 
def len(x): 
    return 10 
print(len(x))#=> 10 

#J"436"6\;KQ/6";PC76"436"PO1/4>1D"len"JODH41CD"15"C76001886D"T143"/C21H"43;4";/T;L5"064O0D5"10S"IC46"43;4"436"def"

54;46K6D4"15"6\6HO468"8LD;K1H;//L"5C"436"D6T"C7600181D2"len"JODH41CD"3;5"DC4"L64"P66D"86J1D68"T36D"436"J1054"

H;//"4C"len"15"K;86"43606JC06"436"PO1/4>1D"76051CD"CJ"len"15"H;//68"1D"/1D6")";D8"14"064O0D5"436"6\Q6H468"065O/4"W3"1D"

4315"H;56XS".J460"436"D6T"len"JODH41CD"15"86J1D68"14"C76001865";//"06J606DH65"4C"436"PO1/41D>1D"len"JODH41CD"1D"436"

5H01Q4S"@315"H;D"/;460"P6"bOD8CD6c"PL"6\Q/1H14/L"1KQC041D2"436"PO1/4>1D"len"JODH41CD"T143"436"JC//CT1D2"HC86<"

from builtins import len 
print(len(x))#=> 3 

#4^5"760L"1KQC04;D4"4C"P6";T;06"CJ"D;K6"065C/O41CD"0O/65"T36D"C7600181D2"PO1/4>1D5"WC0";DL431D2"6/56"JC0"43;4"
K;4460XS"#D"436"6\;KQ/6"P6/CTV"436"C7600181D2"len"JODH41CD"15"86J1D68"T1431D";DC4360"JODH41CD";D8"43606JC06"15"

DC4"JCOD8"O51D2"436"f'Gi"0O/6"JC0"D;K6"065C/O41CD"W566"6.21	Namespace	Issues	[BJL]X<"

x = 'abc' 
print(len(x))#=> 3 
def f(x): 
    def len(x): 
        return 10 
print(len(x))#=> 3 

6.45.2	Guidance	to	language	users	

•! :C"DC4"C7600186"PO1/4>1D"b1D401D51H5c"OD/655";P5C/O46/L"D6H655;0L"

6.46	Argument	Passing	to	Library	Functions	[TRJ]	

6.46.1	Applicability	to	language	

A6J60"4C"ZS9B"$OPQ0C20;K"$12D;4O06"g15K;4H3"q%@ArS"

6.46.2	Guidance	to	language	users	

A6J60"4C"ZS9B"$OPQ0C20;K"$12D;4O06"g15K;4H3"q%@ArS"

Deleted: 3
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Deleted: E.44
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Deleted: E.44
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Deleted: E.45
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Deleted: E.45

Deleted: 'S9, "$OPQ0C20;K"$12D;4O06"g15K;4H3"q%@Ar
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Deleted: 'S9Z"$OPQ0C20;K"$12D;4O06"g15K;4H3"q%@Ar
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6.47	Inter-language	Calling	[DJS]	

6.47.1	Applicability	to	language	

NL43CD"3;5";"8CHOK6D468".N#"JC0"6\46D81D2"NL43CD"O51D2"/1P0;0165"HC868"1D"("C0"({{S"@36"/1P0;0LW5X";06"436D"
1KQC0468"1D4C";"NL43CD"KC8O/6";D8"O568"1D"436"5;K6"K;DD60";5";"KC8O/6"T01446D"1D"NL43CDS"NL43CD^5"54;D8;08"
JC0"1D460J;H1D2"4C"436"b(c"/;D2O;26"15"8CHOK6D468"1D"344Q<&&8CH5SQL43CDSC02&QL9[&H>;Q1&S"

(CD76056/LV"HC86"T01446D"1D"("C0"({{"H;D"6KP68"NL43CDS"@36"54;D8;08"JC0"6KP6881D2"NL43CD"15"8CHOK6D468"1D<"
344Q<&&8CH5SQL43CDSC02&QL9[&6\46D81D2&6KP6881D2S34K/S"

@36"EL43CD"5L546K"15";"E;7;>P;568"1KQ/6K6D4;41CD"43;4"1D460J;H65"T143"E;7;";D8"#0CDNL43CD"Q0C71865"1D460J;H65"4C"
g1H0C5CJ4"SI'@"/;D2O;265S"

6.47.2	Guidance	to	language	users	

•! e56"436"/;D2O;26"1D460J;H6".N#5"8CHOK6D468"CD"436"NL43CD"T6P"5146"JC0"1D460J;H1D2"4C"(&({{V"436"EL43CD"
T6P"5146"JC0"E;7;V"436"#0CDNL43CD"T6P"5146"JC0"SI'@"/;D2O;265V";D8"JC0";//"C4360"/;D2O;265"HCD51860"
H06;41D2"1D460K681;0L"("C0"({{"KC8O/65"4C"H;//"JODH41CD5"1D"436"C4360"/;D2O;265"51DH6"K;DL"/;D2O;265"
3;76"8CHOK6D468".N#^5"4C"(";D8"({{S"

6.48	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]	

6.48.1	Applicability	to	language	

NL43CD"5OQQC045"8LD;K1H"/1D[1D2"PL"86512DS"@36"import"54;46K6D4"J64H365";"J1/6"W[DCTD";5";"KC8O/6"1D"NL43CDXV"

HCKQ1/65"14";D8"6\6HO465"436"065O/4;D4"PL46"HC86";4"0OD"41K6S"@315"15"436"DC0K;/"T;L"1D"T31H3"6\460D;/"/C21H"15"
K;86";HH6551P/6"4C";"NL43CD"Q0C20;K"43606JC06"NL43CD"15"1D3606D4/L"6\QC568"4C";DL"7O/D60;P1/14165"43;4"H;O56";"
81JJ606D4"J1/6"4C"P6"1KQC0468<"

•! ./460;41CD"CJ";"J1/6"8106H4C0L"Q;43"7;01;P/6"4C"H;O56"436"J1/6"56;0H3"/CH;46";"81JJ606D4"J1/6"J1054v";D8"

•! %760/;L1D2"CJ";"J1/6"T143";D";/460D;46S"

NL43CD";/5C"Q0C71865";D"eval";D8";D"exec"54;46K6D4"6;H3"CJ"T31H3"H;D"P6"O568"4C"H06;46"56/J>KC81JL1D2"HC86<"

x = "print('Hello " + "World')" 
eval(x)#=> Hello World 

GO6001//;"Q;4H31D2V";/5C"[DCTD";5"KCD[6L"Q;4H31D2V"15";"T;L"4C"8LD;K1H;//L"KC81JL";"KC8O/6"C0"H/;55";4"0OD>41K6"
4C"6\46D8V"C0"5OP7604"43610"Q0CH6551D2"/C21H";D8&C0";4401PO465S"#4"H;D"P6";"8;D260CO5"Q0;H41H6"P6H;O56"CDH6"
bQ;4H368c";DL"C4360"KC8O/65"C0"H/;5565"43;4"O56"436"KC81J168"H/;55"C0"KC8O/6"K;L"ODT1441D2/L"P6"O51D2"HC86"43;4"
8C65"DC4"8C"T3;4"436L"6\Q6H4"T31H3"HCO/8"H;O56"OD6\Q6H468"065O/45S"

6.48.2	Guidance	to	language	users	

•! .7C18"O51D2"exec"C0"eval";D8"never"O56"43656"T143"OD40O5468"HC86v"

•! i6"H;06JO/"T36D"O51D2"GO6001//;"Q;4H31D2"4C"6D5O06"43;4";//"O5605"CJ"436"Q;4H368"H/;5565";D8&C0"KC8O/65"
HCD41DO6"4C"JODH41CD";5"6\Q6H468v"HCD76056/LV"P6";T;06"CJ";DL"HC86"43;4"Q;4H365"H/;5565";D8&C0"KC8O/65"
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43;4"LCO0"HC86"15"O51D2"4C";7C18"OD6\Q6H468"065O/45v";D8""

•! 'D5O06"43;4"436"J1/6"Q;43";D8"J1/65"P61D2"1KQC0468";06"J0CK"40O5468"5CO0H65S"

6.49	Library	Signature	[NSQ]	

6.49.1	Applicability	to	language	

NL43CD"3;5";D"6\46D5176".N#"JC0"6\46D81D2"C0"6KP6881D2"NL43CD"O51D2"KC8O/65"T01446D"1D"(V"E;7;V";D8"_C040;DS"
'\46D51CD5"436K56/765"3;76"436"QC46D41;/"JC0"7O/D60;P1/14165"6\QC568"PL"436"/;D2O;26"O568"4C"HC86"436"6\46D51CD"
T31H3"15"P6LCD8"436"5HCQ6"CJ"4315";DD6\S""

NL43CD"8C65"DC4"3;76";"/1P0;0L"512D;4O06"H36H[1D2"K6H3;D15K"PO4"145".N#"Q0C71865"JODH41CD5";D8"H/;5565"4C"36/Q"
6D5O06"43;4"436"512D;4O06"CJ"436"6\46D51CD"K;4H365"436"6\Q6H468"H;//";02OK6D45";D8"4LQ65S""$66"6.34	Subprogram	

Signature	Mismatch	[OTR]S"

6.49.2	Guidance	to	language	users	

•! e56"CD/L"40O5468"KC8O/65";5"6\46D51CD5v";D8"

•! #J"HC81D2";D"6\46D51CD"O41/1`6"NL43CD^5"6\46D51CD".N#"4C"6D5O06";"HC006H4"512D;4O06"K;4H3S"

6.50	Unanticipated	Exceptions	from	Library	Routines	[HJW]	

6.50.1	Applicability	to	language	

NL43CD"15"CJ46D"6\46D868"PL"1KQC041D2"KC8O/65"HC868"1D"NL43CD";D8"C4360"/;D2O;265S"_C0"KC8O/65"HC868"1D"
NL43CD"436"015[5"1DH/O86<"

•! #D460H6Q41CD"CJ";D"6\H6Q41CD"43;4"T;5"1D46D868"JC0";"KC8O/6^5"1KQC0468"6\H6Q41CD"3;D8/1D2"HC86"W;D8"
71H6"7605;Xv";D8"

•! eD1D46D868"065O/45"8O6"4C"D;K65Q;H6"HC//151CD5"WHC76068"1D"ZS)+"I;K65Q;H6"#55O65"qiEfr";D8"6/56T3606"1D"
4315";DD6\XS"

_C0"KC8O/65"HC868"1D"C4360"/;D2O;265"436"015[5"1DH/O86<"

•! eD6\Q6H468"460K1D;41CD"CJ"436"Q0C20;Kv";D8"

•! eD6\Q6H468"5186"6JJ6H45"CD"436"CQ60;41D2"6D710CDK6D4S"

6.50.2	Guidance	to	language	users	

•! F0;Q"H;//5"4C"/1P0;0L"0CO41D65";D8"O56"6\H6Q41CD"3;D8/1D2"/C21H"4C"1D460H6Q4";D8"3;D8/6"6\H6Q41CD5"T36D"
Q0;H41H;P/6S	

6.51	Pre-processor	Directives	[NMP]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"3;5"DC"Q06>Q0CH655C0"8106H41765S"
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Deleted: E.48
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Comment [SGM22]: 'K;1/"J0CK"I1H["(C23/;D"W)*+=>*?>)+X"
"
- the "pre-processor directives" section isn't strictly true: "from 
__future__ import feature" is a compile-time directive, and the 
encoding cookie declarations in source headers allow for 
arbitrary source->source translations when loading source 
modules. The import hook mechanisms also provide a lot of 
flexibility for runtime code to change how imports in other parts 
of the program are actually handled. 
"
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6.52	Suppression	of	Language-defined	Run-time	Checking	[MXB]	

@315"7O/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;O56"NL43CD"8C65"DC4"3;76";"K6H3;D15K"JC0"5OQQ06551D2"0OD>
41K6"600C0"H36H[1D2S"@36"CD/L"5OQQ06551CD";7;1/;P/6"15"436"5OQQ06551CD"CJ"0OD>41K6"T;0D1D25"O51D2"436"HCKK;D8"
/1D6"- F"CQ41CD"T31H3"5OQQ065565"436"Q01D41D2"CJ"T;0D1D25"PO4"8C65"DC4";JJ6H4"436"6\6HO41CD"CJ"436"Q0C20;KS""

6.53	Provision	of	Inherently	Unsafe	Operations	[SKL]	

6.53.1	Applicability	to	language	

NL43CD"3;5"760L"J6T"CQ60;41CD5"43;4";06"1D3606D4/L"OD5;J6S"_C0"6\;KQ/6V"43606"15"DC"T;L"4C"5OQQ0655"600C0"
H36H[1D2"C0"PCOD85"H36H[1D2S"hCT6760"43606";06"4TC"CQ60;41CD5"Q0C71868"1D"NL43CD"43;4";06"1D3606D4/L"OD5;J6"1D"
;DL"/;D2O;26<"

•! #D460J;H65"4C"KC8O/65"HC868"1D"C4360"/;D2O;265"51DH6"436L"HCO/8"6;51/L"71C/;46"436"56HO014L"CJ"436"H;//1D2"CJ"
6KP68868"NL43CD"HC86v";D8"

•! e56"CJ"436"exec";D8"eval"8LD;K1H"6\6HO41CD"JODH41CD5"W566"6.48	Dynamically-linked	Code	and	Self-

modifying	Code	[NYY]XS"

6.53.2		Guidance	to	language	users	

•! e56"CD/L"40O5468"KC8O/65v";D8"

•! .7C18"436"O56"CJ"436"exec";D8"eval"JODH41CD5S"

6.54	Obscure	Language	Features	[BRS]	

6.54.1	Applicability	of	language		

NL43CD"3;5"5CK6"CP5HO06"/;D2O;26"J6;4O065";5"865H01P68"P6/CT<"

_ODH41CD5";06"86J1D68"T36D"6\6HO468<"

a = 1 
while a < 3: 
    if a == 1: 
        def f(): 
            print("a must equal 1") 
    else: 
        def f(): 
            print("a must not equal 1") 
    f() 
    a += 1 

@36"JODH41CD"f"15"86J1D68";D8"0686J1D68"4C"065O/4"1D"436"CO4QO4"P6/CT<"

a must equal 1 
a must not equal 1 

Deleted: 50
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Comment [SGM23]: 'K;1/"J0CK"I1H["(C23/;D"W)*+=>*?>)+X"
- the asyncio infrastructure has introduced a number of new 
"obscure language features" for use by event loop 
implementors (e.g. there's a hook that gets called any time a 
native coroutine is created) 
"
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."JODH41CD^5"7;01;P/65";06"86460K1D68"4C"P6"/CH;/"C0"2/CP;/"O51D2"54;41H";D;/L515<"1J";"JODH41CD"CD/L"06J606DH65";"
7;01;P/6";D8"D6760";5512D5";"7;/O6"4C"14"436D"14"15";55OK68"4C"P6"2/CP;/"C4360T156"14"15";55OK68"4C"P6"/CH;/";D8"15"
;8868"4C"436"JODH41CD^5"D;K65Q;H6S"@315"15"HC76068"1D"5CK6"864;1/"1D"ZS)) "#D141;/1`;41CD"CJ"R;01;P/65"qf.RrS""

."JODH41CD^5"86J;O/4";02OK6D45";06";5512D68"T36D";"JODH41CD"15"definedV"DC4"T36D"14"15"executed<"

def f(a=1, b=[]): 
    print(a, b) 
    a += 1 
    b.append("x") 
f() 
f() 
f() 

@36"CO4QO4"J0CK";PC76"15"4LQ1H;//L"6\Q6H468"4C"P6<"

1 [] 
1 [] 
1 [] 

iO4"1D546;8"14"Q01D45<"

1 [] 
1 ['x'] 
1 ['x', 'x'] 

@315"15"P6H;O56"D614360"a"DC0"b ;06"06;5512D68"T36D"f"15"called"T143"no";02OK6D45"P6H;O56"436L"T606";5512D68"

7;/O65"T36D"436"JODH41CD"T;5"definedS"@36"/CH;/"7;01;P/6"a"06J606DH65";D"1KKO4;P/6"CPU6H4"W;D"1D46260X"5C";"D6T"

CPU6H4"15"H06;468"T36D"436"a += 1"54;46K6D4"15"H06;468";D8"436"86J;O/4"7;/O6"JC0"436"a";02OK6D4"06K;1D5"
ODH3;D268S"@36"KO4;P/6"/154"CPU6H4"b"15"OQ8;468"1D"Q/;H6";D8"43O5"b20CT5c"T143"6;H3"D6T"H;//S""

@36"+="%Q60;4C0"8C65"DC4"TC0[";5"K1234"P6"6\Q6H468"JC0"KO4;P/6"CPU6H45<"

x = 1 
x += 1 
print(x) #=> 2 (Works as expected) 

iO4"T36D"T6"Q60JC0K"4315"T143";"KO4;P/6"CPU6H4<"

x = [1, 2, 3] 
y = x 
print(id(x), id(y))#=> 38879880 38879880 
x += [4] 
print(id(x), id(y))#=> 38879880 38879880 
x = x + [5] 
print(id(x), id(y))#=> 48683400 38879880 
print(x,y)#=> [1, 2, 3, 4, 5] [1, 2, 3, 4] 
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@36"+="CQ60;4C0"H3;D265"x"1D"Q/;H6"T31/6"436"x = x + [5]"H06;465";"D6T"/154"CPU6H4"T31H3V";5"436"6\;KQ/6"

;PC76"53CT5V"15"DC4"436"5;K6"/154"CPU6H4"43;4"y"541//"06J606DH65S"@315"15"NL43CD^5"DC0K;/"3;D8/1D2"JC0";//"

;5512DK6D45"W1KKO4;P/6"C0"KO4;P/6X"- "H06;46";"D6T"CPU6H4";D8";5512D"4C"14"436"7;/O6"H06;468"PL"67;/O;41D2"436"
6\Q06551CD"CD"436"01234"3;D8"5186"WAh$X<"

x = 1 
print(id(x)) #=> 506081728 
x = x + 1 
print(id(x)) #=> 506081760 

']O;/14L"WC0"6]O17;/6DH6X"06J605"4C"4TC"C0"KC06"CPU6H45"3;71D2"436"5;K6"7;/O6S""#4"15"465468"O51D2"436"=="CQ60;4C0"

T31H3"H;D"43CO234"CJ";5"436"p15"6]O;/"4C"4654^S"%D"436"C4360"3;D8V"4TC"C0"KC06"names"1D"NL43CD";06"HCD5186068"
186D41H;/"CD/L"1J"436L"06J606DH6"436"5;K6"CPU6H4"W1D"T31H3"H;56"436L"TCO/8V"CJ"HCO056V"P6"6]O17;/6D4"4CCXS"_C0"
6\;KQ/6<"

a = [0,1] 
b = a 
c = [0,1] 
a is b, b is c, a == c #=> (True, False, True) 

a ;D8"b";06"PC43"D;K65"43;4"06J606DH6"436"5;K6"CPU6H45"T31/6"c"06J606DH65";"81JJ606D4"CPU6H4"T31H3"3;5"436"

5;K6"value";5"PC43"a";D8"bS"

NL43CD"Q0C71865"PO1/4>1D"H/;5565"JC0"Q6051541D2"CPU6H45"4C"6\460D;/"54C0;26"JC0"0640167;/"/;460S"@36"HCKQ/646"CPU6H4V"
including	its	methodsV"15"5601;/1`68"4C";"J1/6"WC0":ig$X";D8"06>1D54;D41;468";4";"/;460"41K6"PL";DL"Q0C20;K"T31H3"3;5"
;HH655"4C"43;4"J1/6&:ig$S"@315"3;5"436"QC46D41;/"JC0"1D40C8OH1D2"0C2O6"/C21H"1D"436"JC0K"CJ"CPU6H4"K643C85"T1431D";"
5OP5414O468"J1/6"C0":ig$S"

NL43CD"5OQQC045"Q;551D2"Q;0;K64605"PL"[6LTC08";5"1D<"

a = myfunc(x = 1, y = "abc") 

@315"H;D"K;[6"436"HC86"KC06"06;8;P/6";D8";//CT5"CD6"4C"5[1Q"Q;0;K64605S"#4"H;D";/5C"068OH6"600C05"H;O568"PL"
HCDJO51D2"436"C0860"CJ"Q;0;K64605S"

6.54.2	Guidance	to	language	users	

'D5O06"43;4";"JODH41CD"15"86J1D68"P6JC06";446KQ41D2"4C"H;//"14v"i6";T;06"43;4";"JODH41CD"15"86J1D68"8LD;K1H;//L"5C"145"
HCKQC5141CD";D8"CQ60;41CD"K;L"7;0L"8O6"4C"7;01;41CD5"1D"436"J/CT"CJ"HCD40C/"T1431D"436"86J1D1D2"Q0C20;Kv"

•! i6";T;06"CJ"T36D";"7;01;P/6"15"/CH;/"7605O5"2/CP;/v"

•! :C"DC4"O56"KO4;P/6"CPU6H45";5"86J;O/4"7;/O65"JC0";02OK6D45"1D";"JODH41CD"86J1D141CD"OD/655"LCO";P5C/O46/L"
D668"4C";D8"LCO"OD86054;D8"436"6JJ6H4v"

•! i6";T;06"43;4"T36D"O51D2"436"+="CQ60;4C0"CD"KO4;P/6"CPU6H45"436"CQ60;41CD"15"8CD6"1D"Q/;H6v""

•! i6"HC2D1`;D4"43;4";5512DK6D45"4C"CPU6H45V"KO4;P/6";D8"1KKO4;P/6V";/T;L5"H06;46";"D6T"CPU6H4v""

•! eD86054;D8"436"81JJ606DH6"P64T66D"6]O17;/6DH6";D8"6]O;/14L";D8"HC86";HHC081D2/Lv";D8"

•! 'D5O06"43;4"436"J1/6"Q;43"O568"4C"/CH;46";"Q60515468"J1/6"C0":ig$"15"HC006H4";D8"never"1D2654"CPU6H45"J0CK"
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;D"OD40O5468"5CO0H6S"

6.55	Unspecified	Behaviour	[BQF]	

6.55.1	Applicability	of	language		

eD86054;D81D2"3CT"NL43CD"K;D;265"186D414165"P6HCK65"/655"H/6;0"T36D";"5H01Q4"15"0OD"O51D2"1D462605"WC0"53C04"
5401D25X<"

a=1 
b=a 
c=1 
a is b, b is c, a == c #=> (True, True, True) 

#D"436"6\;KQ/6";PC76"c 06J606DH65"436"5;K6"CPU6H4";5"a";D8"b 676D"43CO23"c"T;5"D6760";5512D68"4C"614360"a"C0"

bS"@315"15";"DO;DH6"CJ"3CT"NL43CD"15"CQ41K1`68"4C"H;H36"53C04"5401D25";D8"5K;//"1D462605S"%4360"43;D"1D";"4654"JC0"

186D414L";5";PC76V"4315"DO;DH6"3;5"DC"6JJ6H4"CD"436"/C21H"CJ"436"Q0C20;K"WJC0"6\;KQ/6V"H3;D21D2"436"7;/O6"CJ"c"4C")"
T1//"DC4";JJ6H4"a"C0"bXS"A6J60";/5C"4C"BS"f;D2O;26"HCDH6Q45S"

F36D"Q6051541D2"CPU6H45"O51D2"Q1H[/1D2V"1J";D"6\H6Q41CD"15"0;1568"436D";D"OD5Q6H1J168"DOKP60"CJ"PL465"K;L"3;76"
;/06;8L"P66D"T01446D"4C"436"J1/6S""

6.55.2	Guidance	to	language	users	

•! :C"DC4"06/L"CD"436"HCD46D4"CJ"600C0"K655;265"- "O56"6\H6Q41CD"CPU6H45"1D546;8v""

•! F36D"Q6051541D2"CPU6H4"O51D2"Q1H[/1D2"O56"6\H6Q41CD"3;D8/1D2"4C"H/6;DOQ"Q;041;//L"T01446D"J1/65v";D8""

•! :C"DC4"86Q6D8"CD"436"T;L"NL43CD"K;L"C0"K;L"DC4"CQ41K1`6"CPU6H4"06J606DH65"JC0"5K;//"1D46260";D8"5401D2"
CPU6H45"P6H;O56"14"K;L"7;0L"JC0"6D710CDK6D45"C0"676D"JC0"06/6;565"1D"436"5;K6"6D710CDK6D4S"

6.56	Undefined	Behaviour	[EWF]	

6.56.1	Applicability	to	language	

NL43CD"3;5"OD86J1D68"P63;71CO0"1D"436"JC//CT1D2"1D54;DH65<"

•! (;H31D2"CJ"1KKO4;P/6"CPU6H45"H;D"065O/4"1D"WC0"DC4"065O/4"1DX";"51D2/6"CPU6H4"P61D2"06J606DH68"PL"4TC"C0"
KC06"7;01;P/65S"(CKQ;01D2"436"7;01;P/65"JC0"6]O17;/6DH6"W43;4"15V"if a == bX"T1//";/T;L5"L16/8";"True"

PO4"H36H[1D2"JC0"6]O;/14L"WO51D2"436"is"PO1/4>1DX"K;LV"C0"K;L"DC4V"86Q6D86D4"CD"436"1KQ/6K6D4;41CD<"
a = 1 
b = 2-1 
print(a == b, a is b) #=> (True, ?) 

•! @36"56]O6DH6"CJ"[6L5"1D";"81H41CD;0L"15"OD86J1D68"P6H;O56"436"3;531D2"JODH41CD"O568"4C"1D86\"436"[6L5"15"
OD5Q6H1J168"43606JC06"81JJ606D4"1KQ/6K6D4;41CD5";06"/1[6/L"4C"L16/8"81JJ606D4"56]O6DH65S"

•! @36"Future"H/;55"6DH;Q5O/;465"436";5LDH30CDCO5"6\6HO41CD"CJ";"H;//;P/6S"@36"P63;71CO0"15"OD86J1D68"1J"
436"add_done_callback(fn)"K643C8"WT31H3";44;H365"436"H;//;P/6"fn"4C"436"JO4O06X"0;1565";"

BaseException"5OPH/;55S"

•! gC81JL1D2"436"81H41CD;0L"064O0D68"PL"436"vars"PO1/4>1D"3;5"OD86J1D68"6JJ6H45"T36D"O568"4C"06401676"436"
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81H41CD;0L"W43;4"15V"436"D;K65Q;H6X"JC0";D"CPU6H4S"

•! _C0K"J668"H3;0;H4605"O568"JC0"1D86D4;41CD"3;76";D"OD86J1D68"6JJ6H4"CD"436"H3;0;H460"HCOD4"O568"4C"
86460K1D6"436"5HCQ6"CJ";"P/CH[S"

•! @36"catch_warnings"JODH41CD"1D"436"HCD46\4"K;D;260"H;D"P6"O568"4C"46KQC0;01/L"5OQQ0655"T;0D1D2"

K655;265"PO4"14"H;D"CD/L"P6"2O;0;D4668"1D";"51D2/6>4306;868";QQ/1H;41CD"C4360T156V"T36D"4TC"C0"KC06"
4306;85";06";H4176V"436"P63;71CO0"15"OD86J1D68S"

•! F36D"5C041D2";"/154"O51D2"436"sort()"K643C8V";446KQ41D2"4C"1D5Q6H4"C0"KO4;46"436"HCD46D4"CJ"436"/154"T1//"

065O/4"1D"OD86J1D68"P63;71CO0S"

•! @36"C0860"CJ"5C04"CJ";"/154"CJ"5645V"O51D2"list.sort()V""15"OD86J1D68";5"15"436"O56"CJ"436"JODH41CD"O568"CD"
;"/154"CJ"5645"43;4"86Q6D8"CD"4C4;/"C08601D2"5OH3";5"min(), max(), ;D8"sorted()S"

•! eD86J1D68"P63;71CO0"T1//"CHHO0"1J";"4306;8"6\145"P6JC06"436"K;1D"Q0CH68O06"J0CK"T31H3"14"T;5"""H;//68"
1456/J"6\145S"

6.56.2	Guidance	to	language	users	

•! eD86054;D8"436"81JJ606DH6"P64T66D"46541D2"JC0"6]O17;/6DH6"WJC0"6\;KQ/6V"==X";D8"6]O;/14L"WJC0"6\;KQ/6V"
isX";D8"D6760"86Q6D8"CD"CPU6H4"186D414L"46545"4C"Q;55"C0"J;1/"T36D"436"7;01;P/65"06J606DH6"1KKO4;P/6"

CPU6H45v"

•! :C"DC4"86Q6D8"CD"436"56]O6DH6"CJ"[6L5"1D";"81H41CD;0L"4C"P6"HCD51546D4";H0C55"1KQ/6K6D4;41CD5S"

•! F36D"/;ODH31D2"Q;0;//6/"4;5[5"8CD^4"0;156";"BaseException"5OPH/;55"1D";"H;//;P/6"1D"436"Future"H/;55v"

•! I6760"KC81JL"436"81H41CD;0L"CPU6H4"064O0D68"PL";"vars"H;//v"

•! I6760"O56"JC0K"J668"H3;0;H4605"JC0"1D86D4;41CDv"

•! (CD51860"O51D2"436"id"JODH41CD"4C"4654"JC0"CPU6H4"6]O;/14Lv"

•! :C"DC4"40L"4C"O56"436"catch_warnings"JODH41CD"4C"5OQQ0655"T;0D1D2"K655;265"T36D"O51D2"KC06"43;D"

CD6"4306;8v";D8"

•! I6760"1D5Q6H4"C0"H3;D26"436"HCD46D4"CJ";"/154"T36D"5C041D2";"/154"O51D2"436"sort()"K643C8S"

6.57	Implementation–defined	Behaviour	[FAB]	

6.57.1	Applicability	to	language	

NL43CD"3;5"1KQ/6K6D4;41CD>86J1D68"P63;71CO0"1D"436"JC//CT1D2"1D54;DH65<"

•! g1\1D2"4;P5";D8"5Q;H65"4C"1D86D4"15"86J1D68"81JJ606D4/L"JC0"eI#d";D8"DCD>eI#d"Q/;4JC0K5v"

•! iL46"C0860"W/144/6"6D81;D"C0"P12"6D81;DX"7;0165"PL"Q/;4JC0Kv"

•! '\14"064O0D"HC865";06"3;D8/68"81JJ606D4/L"PL"81JJ606D4"CQ60;41D2"5L546K5v"

•! @36"H3;0;H4601541H5V"5OH3";5"436"K;\1KOK"DOKP60"CJ"86H1K;/"812145"43;4"H;D"P6"06Q0656D468V"7;0L"PL"
Q/;4JC0Kv"

•! @36"J1/6D;K6"6DHC81D2"O568"4C"40;D5/;46"eD1HC86"D;K65"1D4C"436"Q/;4JC0K^5"J1/6D;K65"7;0165"PL"Q/;4JC0Kv"
;D8"

•! NL43CD"5OQQC045"1D462605"T3C56"51`6"15"/1K1468"CD/L"PL"436"K6KC0L";7;1/;P/6S"'\46D5176";0143K641H"O51D2"
1D462605"/;0260"43;D"436"/;02654"1D46260"5OQQC0468"1D"436"/;D2O;26"O568"4C"1KQ/6K6D4"NL43CD"T1//"8620;86"
Q60JC0K;DH6"5C"14"K;L"P6"O56JO/"4C"[DCT"436"1D46260"51`6"CJ"436"1KQ/6K6D4;41CDS"
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6.57.2	Guidance	to	language	users	

•! ./T;L5"O56"614360"5Q;H65"C0"4;P5"WPO4"DC4"PC43X"JC0"1D86D4;41CD5v"

•! (CD51860"O51D2"436">44"HCKK;D8"/1D6"CQ41CD"4C"0;156";D"#D86D4;41CD'00C0v"

•! (CD51860"O51D2";"46\4"6814C0"4C"J1D8";D8"K;[6"HCD51546D4V"436"O56"CJ"4;P5";D8"5Q;H65"JC0"1D86D4;41CDv"

•! '14360";7C18"/C21H"43;4"86Q6D85"CD"PL46"C0860"C0"O56"436"sys.byteorder"7;01;P/6";D8"T0146"436"/C21H"4C"
;HHCOD4"JC0"PL46"C0860"86Q6D86D4"CD"145"7;/O6"Wllittlel"C0"'biglXS"

•! e56"`60C"W436"86J;O/4"6\14"HC86"JC0"NL43CDX"JC0"5OHH655JO/"6\6HO41CD";D8"HCD51860";881D2"/C21H"4C"7;0L"436"
6\14"HC86";HHC081D2"4C"436"Q/;4JC0K";5"CP4;1D68"J0CK"sys.platform"W5OH3";5V"lwin32lV"ldarwinlV"C0"

C4360XS"

•! #D4600C2;46"436"sys.float.info"5L546K"7;01;P/6"4C"CP4;1D"Q/;4JC0K"5Q6H1J1H";4401PO465";D8"HC86"

;HHC081D2"4C"43C56"HCD540;1D45S"

•! (;//"436"sys.getfilesystemcoding() JODH41CD"4C"064O0D"436"D;K6"CJ"436"6DHC81D2"5L546K"O568S"

•! F36D"3123"Q60JC0K;DH6"15"86Q6D86D4"CD"[DCT1D2"436"0;D26"CJ"1D46260"DOKP605"43;4"H;D"P6"O568"T143CO4"
8620;81D2"Q60JC0K;DH6"O56"436"sys.int_info struct"56]O6DH6"4C"CP4;1D"436"DOKP60"CJ"P145"Q60"
81214"Wbits_per_digitX";D8"436"DOKP60"CJ"PL465"O568"4C"06Q0656D4";"81214"Wsizeof_digitXS"

6.58	Deprecated	Language	Features	[MEM]	

6.58.1	Applicability	to	language	

@36"JC//CT1D2"J6;4O065"T606"86Q06H;468"1D"436"/;4654"W;5"CJ"4315"T0141D2X"76051CD"CJ"' "9S+S"@3656";06"8CHOK6D468";4"
344Q<&&8CH5SQL43CDSC02&06/6;56&9S+S9&T3;45D6T&9S+S34K/<"

•! @36"5401D2SK;[640;D5WX"JODH41CD"15"86Q06H;468";D8"15"06Q/;H68"PL"D6T"54;41H"K643C85V"PL465SK;[640;D5WX"
;D8"PL46;00;LSK;[640;D5WXS"@315"H3;D26"5C/765"436"HCDJO51CD";0COD8"T31H3"4LQ65"T606"5OQQC0468"PL"436"
5401D2"KC8O/6S"ICTV"540V"PL465V";D8"PL46;00;L"6;H3"3;76"43610"CTD"K;[640;D5";D8"40;D5/;46"K643C85"T143"
1D460K681;46"40;D5/;41CD"4;P/65"CJ"436";QQ0CQ01;46"4LQ6S"

•! @36"5LD4;\"CJ"436"T143"54;46K6D4"DCT";//CT5"KO/41Q/6"HCD46\4"K;D;2605"1D";"51D2/6"54;46K6D4<"

with open('mylog.txt') as infile, open('a.out', 'w') as outfile: 
    for line in infile: 
         if '<critical>' in line: 
             outfile.write(line) 

•! F143"436"D6T"5LD4;\V"436"contextlib.nested() JODH41CD"15"DC"/CD260"D66868";D8"15"DCT"

86Q06H;468S"

•! :6Q06H;468"PyNumber_Int()S"e56"PyNumber_Long() 1D546;8S"

•! .8868";"D6T"PyOS_string_to_double() JODH41CD"4C"06Q/;H6"436"86Q06H;468"JODH41CD5"
PyOS_ascii_strtod() ;D8"PyOS_ascii_atof()S"

•! .8868 "PyCapsule";5";"06Q/;H6K6D4"JC0"436"PyCObject".N#S"@36"Q01DH1Q;/"81JJ606DH6"15"43;4"436"D6T"

4LQ6"3;5";"T6//"86J1D68"1D460J;H6"JC0"Q;551D2"4LQ1D2"5;J64L"1DJC0K;41CD";D8";"/655"HCKQ/1H;468"512D;4O06"
JC0"H;//1D2";"86540OH4C0S"@36"C/8"4LQ6"3;8";"Q0CP/6K;41H".N#";D8"15"DCT"86Q06H;468S"
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6.58.2	Guidance	to	language	users	

•! F36D"Q0;H41H;P/6V"K120;46"NL43CD"Q0C20;K5"4C"436"HO006D4"54;D8;08S"

6.59	Concurrency	–	Activation	[CGA]	

6.59.1	Applicability	to	language	

@iF<".D;/L`6 "436"54;D8;08"NL43CD"/1P0;0165<"

•! threading<"A6J606DH6"1KQ/6K6D4;41CD"566K5"4C";/T;L5"0;156";D"6\H6Q41CD"1J"start()"K643C8"15"DC4"

;P/6"4C"H06;46"436"4306;8V"PO4"15"DC4"8CHOK6D468"1D"436"5Q6H1J1H;41CD";D8"43O5"436"O560"H;DDC4"06/L"CD"
4315S"_O04360KC06V"676D"1J"436"54;D8;08"/1P0;0L"&"%$"H;D"H06;46"436"D6T"4306;8V"14"H;D"816"8O01D2"436"
1D141;/1`;41CD"Q3;56"T36D"6\6HO41D2"436"O560^5"HC86S"g643C8"UC1DWX"8C65"DC4"064O0D"1J"436"4306;8"8168"
430CO23";D"OD3;D8/68"6\H6Q41CDz"g643C8"is_alive()"4C"H36H["T364360"15"541//"0ODD1D2V";D8"41K6CO45"

JC0"/CH["CPU6H45S"@1K60"CPU6H4"@i."

•! multiprocessing<"'\H6Q41CD"0;1568"1J"DC4";H417;468z"@i."

•! concurrency.futures<"@i."

6.59.2	Guidance	to	language	users	

@iF"

6.60	Concurrency	–	Directed	termination	[CGT]	

6.60.1	Applicability	to	language	

@iF<".D;/L`6"436"54;D8;08"NL43CD"/1P0;0165<"

•! threading<"IC"K6H3;D15K"4C";PC04";DC4360"4306;8V"436"4306;8"3;5"4C"460K1D;46"1456/JS"./16D"4306;85"

H;DDC4"P6"460K1D;468"DC0"UC1D68S"

•! multiprocessing<"@i."

•! concurrency.futures<"@i."

"

6.60.2	Guidance	to	language	users	

@iF<"

6.61	Concurrent	Data	Access	[CGX]		

6.61.1	Applicability	to	language	

@iF<".D;/L`6"436"54;D8;08"NL43CD"/1P0;0165<"

•! threading<":1JJ606D4"K6H3;D15K5"@i.<<"fCH[V"AfCH["W06HO05176"/CH[XV"$6K;Q3C06V"(CD8141CDV"'76D4V"

i;00160S"e56"pT143"54;46K6D4^"T143"/CH[5"
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Python 3.6 
always uses utf-8 for binary filesystem and console interfaces: 
https://docs.python.org/dev/whatsnew/3.6.html#pep-529-
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Python 3.7+ 
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locale), and that implementing that behaviour is an approved 
option 
for redistributor's Python 3.6 implementations (e.g. the system 
Python 
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6.31	Loop	Control	Variables	[TEX]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!') 	
6.32	Off-by-one	Error	[XZH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!'* 	
6.33	Structured	Programming	[EWD]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!(, 	
6.34	Passing	Parameters	and	Return	Values	[CSJ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!(&	
6.35	Dangling	References	to	Stack	Frames	[DCM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!(/ 	
6.36	Subprogram	Signature	Mismatch	[OTR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!(' 	
6.37	Recursion	[GDL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!() 	
6.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!(* 	
6.39	Termination	Strategy	[REU]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!), 	
6.40	Type-breaking	Reinterpretation	of	Data	[AMV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!)- 	
6.41	Memory	Leak	[XYL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!). 	
6.42	Templates	and	Generics	[SYM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!)( 	
6.43	Inheritance	[RIP]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!)* 	
6.44	Extra	Intrinsics	[LRM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!)+ 	
6.45	Argument	Passing	to	Library	Functions	[TRJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*, 	
6.46	Inter-language	Calling	[DJS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*&	
6.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*/ 	
6.48	Library	Signature	[NSQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*. 	
6.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*( 	
6.50	Pre-processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*) 	
6.51	Suppression	of	Language-defined	Run-time	Checking	[MXB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!*+	
6.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+, 	
6.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+&	
6.54	Unspecified	Behaviour	[BQF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+- 	
6.55	Undefined	Behaviour	[EWF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+. 	
6.56	Implementation-defined	Behaviour	[FAB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+' 	
6.57	Deprecated	Language	Features	[MEM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+) 	
6.58	Concurrency	–	Activation	[CGA]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!+*	
6.59	Concurrency	–	Directed	termination	[CGT]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&,, 	
6.60	Concurrent	Data	Access	[CGX]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&,&	
6.61	Concurrency	–	Premature	Termination	[CGS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&,/ 	
6.62	Protocol	Lock	Errors	[CGM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&,' 	
6.63	Inadequately	Secure	Communication	of	Shared	Resources	[CGY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""!&,) 	
6.64	Use	of	unchecked	data	from	an	uncontrolled	or	tainted	source	[EFS]!"""""""""""""""""""""""""""""""""""""""""""""""""!&,+	
6.65	Uncontrolled	Format	String		[SHL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&,	

7.	Application	Vulnerabilities!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&&	
7.1	General!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&&	
7.2	Terminology!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&&	
7.3	Unspecified	Functionality	[BVQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&&	
7.4	Distinguished	Values	in	Data	Types	[KLK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&-	



7.5	Adherence	to	Least	Privilege	[XYN]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&/	
7.6	Privilege	Sandbox	Issues	[XYO]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&.	
7.7	Executing	or	Loading	Untrusted	Code	[XYS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&(	
7.8	Memory	Locking	[XZX]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&)	
7.9	Resource	Exhaustion	[XZP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&*	
7.10	Unrestricted	File	Upload	[CBF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&&+	
7.11	Resource	Names	[HTS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&-, 	
7.12	Injection	[RST]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&-- 	
7.13	Cross-site	Scripting	[XYT]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&-' 	
7.14	Unquoted	Search	Path	or	Element	[XZQ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&-) 	
7.15	Improperly	Verified	Signature	[XZR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&-* 	
7.16	Discrepancy	Information	Leak	[XZL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&-+	
7.17	Sensitive	Information	Uncleared	Before	Use	[XZK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/, 	
7.18	Path	Traversal	[EWR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/, 	
7.19	Missing	Required	Cryptographic	Step	[XZS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&// 	
7.20	Insufficiently	Protected	Credentials	[XYM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&// 	
7.21	Missing	or	Inconsistent	Access	Control	[XZN]"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/. 	
7.22	Authentication	Logic	Error	[XZO]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/' 	
7.23	Hard-coded	Password	[XYP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/( 	
7.24	Download	of	Code	Without	Integrity	Check	[DLB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/) 	
7.25	Incorrect	Authorization	[BJE]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/* 	
7.26	Inclusion	of	Functionality	from	Untrusted	Control	Sphere	[DHU]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""!&/+	
7.27	Improper	Restriction	of	Excessive	Authentication	Attempts	[WPL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""!&., 	
7.28	URL	Redirection	to	Untrusted	Site	('Open	Redirect')	[PYQ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&., 	
7.29	Use	of	a	One-Way	Hash	without	a	Salt	[MVX]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.&	

8.	New	Vulnerabilities!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.- 	
8.1	General!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.- 	
8.2	Terminology!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.- 	

Annex	A	(informative)	Vulnerability	Taxonomy	and	List!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.- 	
A.1	General!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.- 	
A.2	Outline	of	Programming	Language	Vulnerabilities!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&./ 	
A.3	Outline	of	Application	Vulnerabilities!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.. 	
A.4	Vulnerability	List!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.' 	

Annex	B	(informative)	Language	Specific	Vulnerability	Template!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&.* 	

Annex	C	(informative)	Vulnerability	descriptions	for	the	language	Ada!""""""""""""""""""""""""""""""""""""""""""""""""""""""!&', 	
C.1	Identification	of	standards	and	associated	documentation!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&', 	
C.2	General	terminology	and	concepts!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&', 	
C.3	Type	System	[IHN]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'( 	
C.4	Bit	Representation	[STR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'( 	
C.5	Floating-point	Arithmetic	[PLF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&') 	
C.6	Enumerator	Issues	[CCB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&') 	
C.7	Numeric	Conversion	Errors	[FLC]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'* 	
C.8	String	Termination	[CJM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'* 	
C.9	Buffer	Boundary	Violation	(Buffer	Overflow)	[HCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'+ 	
C.10	Unchecked	Array	Indexing	[XYZ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'+ 	
C.11	Unchecked	Array	Copying	[XYW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'+ 	
C.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&'+ 	



C.13	Pointer	Arithmetic	[RVG]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(, 	
C.14	Null	Pointer	Dereference	[XYH]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(, 	
C.15	Dangling	Reference	to	Heap	[XYK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(, 	
C.16	Arithmetic	Wrap-around	Error	[FIF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(, 	
C.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(&	
C.18	Sign	Extension	Error	[XZI]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(&	
C.19	Choice	of	Clear	Names	[NAI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(&	
C.20	Dead	store	[WXQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(- 	
C.21	Unused	Variable	[YZS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(- 	
C.22	Identifier	Name	Reuse	[YOW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(/ 	
C.23	Namespace	Issues	[BJL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(/ 	
C.24	Initialization	of	Variables	[LAV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(/ 	
C.25	Operator	Precedence/Order	of	Evaluation	[JCW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(. 	
C.26	Side-effects	and	Order	of	Evaluation	[SAM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(. 	
C.27	Likely	Incorrect	Expression	[KOA]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(' 	
C.28	Dead	and	Deactivated	Code	[XYQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(( 	
C.29	Switch	Statements	and	Static	Analysis	[CLL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(( 	
C.30	Demarcation	of	Control	Flow	[EOJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&() 	
C.31	Loop	Control	Variables	[TEX]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&() 	
C.32	Off-by-one	Error	[XZH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&() 	
C.33	Structured	Programming	[EWD]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(* 	
C.34	Passing	Parameters	and	Return	Values	[CSJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(* 	
C.35	Dangling	References	to	Stack	Frames	[DCM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(+	
C.36	Subprogram	Signature	Mismatch	[OTR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&(+	
C.37	Recursion	[GDL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&), 	
C.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&), 	
C.39	Termination	Strategy	[REU]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)&	
C.40	Type-breaking	Reinterpretation	of	Data	[AMV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)&	
C.41	Memory	Leak	[XYL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)- 	
C.42	Templates	and	Generics	[SYM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)- 	
C.43	Inheritance	[RIP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)/ 	
C.44	Extra	Intrinsics	[LRM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)/ 	
C.45	Argument	Passing	to	Library	Functions	[TRJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)/ 	
C.46	Inter-language	Calling	[DJS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&). 	
C.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&). 	
C.48	Library	Signature	[NSQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&). 	
C.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&). 	
C.50	Pre-Processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)' 	
C.51	Suppression	of	Language-defined	Run-time	Checking	[MXB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)' 	
C.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)' 	
C.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)( 	
C.54	Unspecified	Behaviour	[BQF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)( 	
C.55	Undefined	Behaviour	[EWF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)) 	
C.56	Implementation-Defined	Behaviour	[FAB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)* 	
C.57	Deprecated	Language	Features	[MEM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)+	
C.58	Implications	for	standardization!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&)+	

Annex	D	(informative)	Vulnerability	descriptions	for	the	language	C!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*&	
D.1	Identification	of	standards	and	associated	documents!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*&	
D.2	General	terminology	and	concepts!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*&	



D.3	Type	System	[IHN]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*. 	
D.4	Bit	Representations	[STR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*' 	
D.5	Floating-point	Arithmetic	[PLF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*( 	
D.6	Enumerator	Issues	[CCB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&*) 	
D.7	Numeric	Conversion	Errors	[FLC]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&** 	
D.8	String	Termination	[CJM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+,	
D.9	Buffer	Boundary	Violation	(Buffer	Overflow)	[HCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+,	
D.10	Unchecked	Array	Indexing	[XYZ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+-	
D.11	Unchecked	Array	Copying	[XYW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+-	
D.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+/	
D.13	Pointer	Arithmetic	[RVG]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+/	
D.14	Null	Pointer	Dereference	[XYH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+.	
D.15	Dangling	Reference	to	Heap	[XYK]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+.	
D.16	Arithmetic	Wrap-around	Error	[FIF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+(	
D.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+)	
D.18	Sign	Extension	Error	[XZI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+)	
D.19	Choice	of	Clear	Names	[NAI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+)	
D.20	Dead	Store	[WXQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+*	
D.21	Unused	Variable	[YZS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+*	
D.22	Identifier	Name	Reuse	[YOW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&+*	
D.23	Namespace	Issues	[BJL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&++	
D.24	Initialization	of	Variables	[LAV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!&++	
D.25	Operator	Precedence/Order	of	Evaluation	[JCW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,, 	
D.26	Side-effects	and	Order	of	Evaluation	[SAM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,, 	
D.27	Likely	Incorrect	Expression	[KOA]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,& 	
D.28	Dead	and	Deactivated	Code	[XYQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,- 	
D.29	Switch	Statements	and	Static	Analysis	[CLL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,/ 	
D.30	Demarcation	of	Control	Flow	[EOJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,. 	
D.31	Loop	Control	Variables	[TEX]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,' 	
D.32	Off-by-one	Error	[XZH]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,( 	
D.33	Structured	Programming	[EWD]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,( 	
D.34	Passing	Parameters	and	Return	Values	[CSJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,) 	
D.35	Dangling	References	to	Stack	Frames	[DCM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,* 	
D.36	Subprogram	Signature	Mismatch	[OTR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,* 	
D.37	Recursion	[GDL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,+ 	
D.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-,+ 	
D.39	Termination	Strategy	[REU]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&, 	
D.40	Type-breaking	Reinterpretation	of	Data	[AMV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&, 	
D.41	Memory	Leak	[XYL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&&	
D.42	Templates	and	Generics	[SYM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&&	
D.43	Inheritance	[RIP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&&	
D.44	Extra	Intrinsics	[LRM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&&	
D.45	Argument	Passing	to	Library	Functions	[TRJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&- 	
D.46	Inter-language	Calling	[DJS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&- 	
D.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&- 	
D.48	Library	Signature	[NSQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&/ 	
D.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&/ 	
D.50	Pre-processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&. 	
D.51	Suppression	of	Language-defined	Run-time	Checking	[MXB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&' 	



D.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&' 	
D.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&' 	
D.54	Unspecified	Behaviour	[BQF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&( 	
D.55	Undefined	Behaviour	[EWF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&( 	
D.56	Implementation-defined	Behaviour	[FAB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&) 	
D.57	Deprecated	Language	Features	[MEM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&) 	
D.58	Implications	for	standardization!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-&* 	

Annex	E	(informative)	Vulnerability	descriptions	for	the	language	Python!"""""""""""""""""""""""""""""""""""""""""""""""""!--& 	
E.1	Identification	of	standards	and	associated	documents!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!--& 	
E.2	General	Terminology	and	Concepts!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!--- 	
E.3	Type	System	[IHN]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!--( 	
E.4	Bit	Representations	[STR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!--* 	
E.5	Floating-point	Arithmetic	[PLF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!--+ 	
E.6	Enumerator	Issues	[CCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!--+ 	
E.7	Numeric	Conversion	Errors	[FLC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/, 	
E.8	String	Termination	[CJM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.9	Buffer	Boundary	Violation	[HCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.10	Unchecked	Array	Indexing	[XYZ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.11	Unchecked	Array	Copying	[XYW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.13	Pointer	Arithmetic	[RVG]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.14	Null	Pointer	Dereference	[XYH]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.15	Dangling	Reference	to	Heap	[XYK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/& 	
E.16	Arithmetic	Wrap-around	Error	[FIF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/- 	
E.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/- 	
E.18	Sign	Extension	Error	[XZI]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/- 	
E.19	Choice	of	Clear	Names	[NAI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/- 	
E.20	Dead	Store	[WXQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/. 	
E.21	Unused	Variable	[YZS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/' 	
E.22	Identifier	Name	Reuse	[YOW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/' 	
E.23	Namespace	Issues	[BJL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-/) 	
E.24	Initialization	of	Variables	[LAV]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-., 	
E.25	Operator	Precedence/Order	of	Evaluation	[JCW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-., 	
E.26	Side-effects	and	Order	of	Evaluation	[SAM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.& 	
E.27	Likely	Incorrect	Expression	[KOA]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.- 	
E.28	Dead	and	Deactivated	Code	[XYQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-./ 	
E.29	Switch	Statements	and	Static	Analysis	[CLL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.. 	
E.30	Demarcation	of	Control	Flow	[EOJ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.. 	
E.31	Loop	Control	Variables	[TEX]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.' 	
E.32	Off-by-one	Error	[XZH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.( 	
E.33	Structured	Programming	[EWD]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.( 	
E.34	Passing	Parameters	and	Return	Values	[CSJ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.) 	
E.35	Dangling	References	to	Stack	Frames	[DCM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.+ 	
E.36	Subprogram	Signature	Mismatch	[OTR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.+ 	
E.37	Recursion	[GDL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.+ 	
E.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-.+ 	
E.39	Termination	Strategy	[REU]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-', 	
E.40	Type-breaking	Reinterpretation	of	Data	[AMV]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-', 	
E.41	Memory	Leak	[XYL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-', 	



E.42	Templates	and	Generics	[SYM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'& 	
E.43	Inheritance	[RIP]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'& 	
E.44	Extra	Intrinsics	[LRM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'& 	
E.45	Argument	Passing	to	Library	Functions	[TRJ]""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'- 	
E.46	Inter-language	Calling	[DJS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'- 	
E.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'/ 	
E.48	Library	Signature	[NSQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'/ 	
E.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'. 	
E.50	Pre-processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'. 	
E.51	Suppression	of	Language-defined	Run-time	Checking	[MXB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'. 	
E.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'. 	
E.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'' 	
E.54	Unspecified	Behaviour	[BQF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-') 	
E.55	Undefined	Behaviour	[EWF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'* 	
E.56	Implementation–defined	Behaviour	[FAB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-'+ 	
E.57	Deprecated	Language	Features	[MEM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(, 	

Annex	F	(informative)	Vulnerability	descriptions	for	the	language	Ruby!"""""""""""""""""""""""""""""""""""""""""""""""""""""!-(& 	
F.1	Identification	of	standards	and	associated	documents!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(& 	
F.2	General	Terminology	and	Concepts!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!- (&	
F.3	Type	System	[IHN]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(- 	
F.4	Bit	Representations	[STR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(/ 	
F.5	Floating-point	Arithmetic	[PLF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(. 	
F.6	Enumerator	Issues	[CCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(. 	
F.7	Numeric	Conversion	Errors	[FLC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(' 	
F.8	String	Termination	[CJM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(' 	
F.9	Buffer	Boundary	Violation	(Buffer	Overflow)	[HCB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(' 	
F.10	Unchecked	Array	Indexing	[XYZ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(' 	
F.11	Unchecked	Array	Copying	[XYW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(' 	
F.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(' 	
F.13	Pointer	Arithmetic	[RVG]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.14	Null	Pointer	Dereference	[XYH]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.15	Dangling	Reference	to	Heap	[XYK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.16	Arithmetic	Wrap-around	Error	[FIF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.18	Sign	Extension	Error	[XZI]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.19	Choice	of	Clear	Names	[NAI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(( 	
F.20	Dead	Store	[WXQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-() 	
F.21	Unused	Variable	[YZS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-() 	
F.22	Identifier	Name	Reuse	[YOW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-() 	
F.23	Namespace	Issues	[BJL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(* 	
F.24	Initialization	of	Variables	[LAV]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(* 	
F.25	Operator	Precedence/Order	of	Evaluation	[JCW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(* 	
F.26	Side-effects	and	Order	of	Evaluation	[SAM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-(+ 	
F.27	Likely	Incorrect	Expression	[KOA]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-), 	
F.28	Dead	and	Deactivated	Code	[XYQ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-), 	
F.29	Switch	Statements	and	Static	Analysis	[CLL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)& 	
F.30	Demarcation	of	Control	Flow	[EOJ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)& 	
F.31	Loop	Control	Variables	[TEX]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)& 	
F.32	Off-by-one	Error	[XZH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)& 	



F.33	Structured	Programming	[EWD]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)- 	
F.34	Passing	Parameters	and	Return	Values	[CSJ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)- 	
F.35	Dangling	References	to	Stack	Frames	[DCM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)/ 	
F.36	Subprogram	Signature	Mismatch	[OTR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)/ 	
F.37	Recursion	[GDL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-). 	
F.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-). 	
F.39	Termination	Strategy	[REU]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-) . 	
F.40	Type-breaking	Reinterpretation	of	Data	[AMV]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-). 	
F.41	Memory	Leak	[XYL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-). 	
F.42	Templates	and	Generics	[SYM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)' 	
F.43	Inheritance	[RIP]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)' 	
F.44	Extra	Intrinsics	[LRM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)' 	
F.45	Argument	Passing	to	Library	Functions	[TRJ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)' 	
F.46	Inter-language	Calling	[DJS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)' 	
F.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)( 	
F.48	Library	Signature	[NSQ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)( 	
F.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)( 	
F.50	Pre-processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)( 	
F.51	Suppression	of	Language-defined	Run-time	Checking	[MXB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)) 	
F.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)) 	
F.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)) 	
F.54	Unspecified	Behaviour	[BQF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)) 	
F.55	Undefined	Behaviour	[EWF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)) 	
F.56	Implementation-defined	Behaviour	[FAB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)* 	
F.57	Deprecated	Language	Features	[MEM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)* 	

Annex	G	(informative)	Vulnerability	descriptions	for	the	language	SPARK!""""""""""""""""""""""""""""""""""""""""""""""""""!-)+ 	
G.1	Identification	of	standards	and	associated	documentation!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)+ 	
G.2	General	terminology	and	concepts!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-)+ 	
G.3	Type	System	[IHN]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*, 	
G.4	Bit	Representation	[STR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.5	Floating-point	Arithmetic	[PLF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.6	Enumerator	Issues	[CCB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.7	Numeric	Conversion	Errors	[FLC]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.8	String	Termination	[CJM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.9	Buffer	Boundary	Violation	(Buffer	Overflow)	[HCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.10	Unchecked	Array	Indexing	[XYZ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.11	Unchecked	Array	Copying	[XYW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*& 	
G.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.13	Pointer	Arithmetic	[RVG]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.14	Null	Pointer	Dereference	[XYH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.15	Dangling	Reference	to	Heap	[XYK]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.16	Arithmetic	Wrap-around	Error	[FIF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.18	Sign	Extension	Error	[XZI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.19	Choice	of	Clear	Names	[NAI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.20	Dead	store	[WXQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*- 	
G.21	Unused	Variable	[YZS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.22	Identifier	Name	Reuse	[YOW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.23	Namespace	Issues	[BJL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	



G.24	Initialization	of	Variables	[LAV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.25	Operator	Precedence/Order	of	Evaluation	[JCW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.26	Side-effects	and	Order	of	Evaluation	[SAM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.27	Likely	Incorrect	Expression	[KOA]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.28	Dead	and	Deactivated	Code	[XYQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*/ 	
G.29	Switch	Statements	and	Static	Analysis	[CLL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*. 	
G.30	Demarcation	of	Control	Flow	[EOJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*. 	
G.31	Loop	Control	Variables	[TEX]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*. 	
G.32	Off-by-one	Error	[XZH]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*. 	
G.33	Structured	Programming	[EWD]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*. 	
G.34	Passing	Parameters	and	Return	Values	[CSJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*. 	
G.35	Dangling	References	to	Stack	Frames	[DCM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*' 	
G.36	Subprogram	Signature	Mismatch	[OTR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*' 	
G.37	Recursion	[GDL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*' 	
G.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*' 	
G.39	Termination	Strategy	[REU]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*' 	
G.40	Type-breaking	Reinterpretation	of	Data	[AMV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.41	Memory	Leak	[XYL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.42	Templates	and	Generics	[SYM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.43	Inheritance	[RIP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.44	Extra	Intrinsics	[LRM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.45	Argument	Passing	to	Library	Functions	[TRJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.46	Inter-language	Calling	[DJS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*( 	
G.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.48	Library	Signature	[NSQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.50	Pre-Processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.51	Suppression	of	Language-defined	Run-time	Checking	[MXB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*) 	
G.54	Unspecified	Behaviour	[BQF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-** 	
G.55	Undefined	Behaviour	[EWF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-** 	
G.56	Implementation-Defined	Behaviour	[FAB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-** 	
G.57	Deprecated	Language	Features	[MEM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-** 	
G.58	Implications	for	standardization!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-** 	

Annex	H	(informative)	Vulnerability	descriptions	for	the	language	PHP!""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*+ 	
H.1	Identification	of	standards	and	associated	documentation!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-*+ 	
H.2	General	Terminology	and	Concepts!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+, 	
H.3	Type	System	[IHN]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+&	
H.4	Bit	Representations	[STR]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+- 	
H.5	Floating-point	Arithmetic	[PLF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+/ 	
H.6	Enumerator	Issues	[CCB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+/ 	
H.7	Numeric	Conversion	Errors	[FLC]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+. 	
H.8	String	Termination	[CJM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+' 	
H.9	Buffer	Boundary	Violation	(Buffer	Overflow)	[HCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+( 	
H.10	Unchecked	Array	Indexing	[XYZ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+( 	
H.11	Unchecked	Array	Copying	[XYW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+( 	
H.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+( 	
H.13	Pointer	Arithmetic	[RVG]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+( 	



H.14	Null	Pointer	Dereference	[XYH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+) 	
H.15	Dangling	Reference	to	Heap	[XYK]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+) 	
H.16	Arithmetic	Wrap-around	Error	[FIF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+) 	
H.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-+* 	
H.18	Sign	Extension	Error	[XZI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-++	
H.19	Choice	of	Clear	Names	[NAI]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!-++	
H.20	Dead	Store	[WXQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,& 	
H.21	Unused	Variable	[YZS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,& 	
H.22	Identifier	Name	Reuse	[YOW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,& 	
H.23	Namespace	Issues	[BJL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/ ,- 	
H.24	Initialization	of	Variables	[LAV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,/ 	
H.25	Operator	Precedence/Order	of	Evaluation	[JCW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,. 	
H.26	Side-effects	and	Order	of	Evaluation	[SAM]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,. 	
H.27	Likely	Incorrect	Expression	[KOA]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,' 	
H.28	Dead	and	Deactivated	Code	[XYQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,( 	
H.29	Switch	Statements	and	Static	Analysis	[CLL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,) 	
H.30	Demarcation	of	Control	Flow	[EOJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,) 	
H.31	Loop	Control	Variables	[TEX]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,* 	
H.32	Off-by-one	Error	[XZH]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,+ 	
H.33	Structured	Programming	[EWD]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/,+ 	
H.34	Passing	Parameters	and	Return	Values	[CSJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&, 	
H.35	Dangling	References	to	Stack	Frames	[DCM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&, 	
H.36	Subprogram	Signature	Mismatch	[OTR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&, 	
H.37	Recursion	[GDL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&&	
H.38	Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&&	
H.39	Termination	Strategy	[REU]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&/ 	
H.40	Type-breaking	Reinterpretation	of	Data	[AMV]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&/ 	
H.41	Memory	Leak	[XYL]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&/ 	
H.42	Templates	and	Generics	[SYM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&. 	
H.43	Inheritance	[RIP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&. 	
H.44	Extra	Intrinsics	[LRM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&. 	
H.45	Argument	Passing	to	Library	Functions	[TRJ]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&. 	
H.46	Inter-language	Calling	[DJS]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&. 	
H.47	Dynamically-linked	Code	and	Self-modifying	Code	[NYY]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&' 	
H.48	Library	Signature	[NSQ]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&' 	
H.49	Unanticipated	Exceptions	from	Library	Routines	[HJW]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&' 	
H.50	Pre-processor	Directives	[NMP]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&( 	
H.51	Suppression	of	Run-time	Checking	[MXB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&( 	
H.52	Provision	of	Inherently	Unsafe	Operations	[SKL]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/ &(	
H.53	Obscure	Language	Features	[BRS]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&( 	
H.54	Unspecified	Behaviour	[BQF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&) 	
H.55	Undefined	Behaviour	[EWF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&* 	
H.56	Implementation–defined	Behaviour	[FAB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&+	
H.57	Deprecated	Language	Features	[MEM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/&+	

Annex	I	(informative)	Vulnerability	descriptions	for	the	language	Fortran!""""""""""""""""""""""""""""""""""""""""""""""""""!/-, 	
I.1	Identification	of	Standards!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-, 	
I.2	General	Terminology	and	Concepts!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-, 	
I.3	Type	System	[IHN]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-/ 	
I.4	Bit	Representations	[STR]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-. 	



I.5	Floating-point	Arithmetic	[PLF]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-' 	
I.6	Enumerator	Issues	[CCB]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-( 	
I.7	Numeric	Conversion	Errors	[FLC]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-( 	
I.8	String	Termination	[CJM]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-) 	
I.9	Buffer	Boundary	Violation	[HCB]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-) 	
I.10	Unchecked	Array	Indexing	[XYZ]"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-* 	
I.11	Unchecked	Array	Copying	[XYW]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!/-+ 	
I.12	Pointer	Casting	and	Pointer	Type	Changes	[HFC]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!//, 	
I.13	Pointer	Arithmetic	[RVG]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!//, 	
I.14	Null	Pointer	Dereference	[XYH]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!//, 	
I.15.1	Applicability	to	language!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!//& 	
I.16	Arithmetic	Wrap-around	Error	[FIF]!"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!//& 	
I.17	Using	Shift	Operations	for	Multiplication	and	Division	[PIK]!""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""!//- 	
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Furthermore,	to	focus	its	limited	resources,	the	working	group	developing	this	report	decided	to	defer	
comprehensive	treatment	of	several	subject	areas	until	future	editions	of	the	report.		These	subject	areas	
include:	

 Object-oriented	language	features	(although	some	simple	issues	related	to	inheritance	are	described	in	
6.43	Inheritance	[RIP])	

 Numerical	analysis	(although	some	simple	items	regarding	the	use	of	floating	point	are	described	in	6.5	
Floating-point	Arithmetic	[PLF])	

Inter-language	operability	
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19	 Avoid	fall-through	from	one	case	(or	switch)	statement	into	the	following	
case	statement:	if	a	fall-through	is	necessary	then	provide	a	comment	to	
inform	the	reader	that	it	is	intentional.!
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6.17E.18	Sign	Extension	Error	[XZI](

This	vulnerability	is	not	applicable	to	Python	because	Python	converts	between	types	without	ever	extending	the	
sign.	
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Python	has	a	rich	set	of	exception	handling	statements	which	can	be	utilized	to	implement	a	termination	strategy	
that	assures	the	best	possible	outcome	ranging	from	a	hard	stop	to	a	clean-up	and	fail	soft	strategy.	Refer	to	6.37	
Ignored	Error	Status	and	Unhandled	Exceptions	[OYB]E.38	for	an	example	of	an	implementation	that	cleans	up	
and	continues.	

)*FKL*FM*,(E6%=/'#"($&(./'D6/D"(60"90(

 Use	Python’s	exception	handling	statements	to	implement	an	appropriate	termination	strategy.!
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Note	from	Nick	Coghlan:	

Speaking of clocks & timing, there are some use cases that should be updated to use time.monotonic() rather than time.time() 
or time.clock() :  https://www.python.org/dev/peps/pep-0418/#time-monotonic	

	

Windows applications should also be aware of the fact that Python 3.6 
always uses utf-8 for binary filesystem and console interfaces: 
https://docs.python.org/dev/whatsnew/3.6.html#pep-529-change-windows-filesystem-encoding-to-utf-8 
 
Non-Windows applications should be aware of the fact that Python 3.7+ 
will attempt to coerce the C locale to C.UTF-8 (or an equivalent 
locale), and that implementing that behaviour is an approved option 
for redistributor's Python 3.6 implementations (e.g. the system Python 
in Fedora implements the option). 
https://www.python.org/dev/peps/pep-0538/ has the details of that.	
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