6.41+ Extra Intrinsics [PUS]

6.41+.0 Status and history

2009-01-28: Reviewed by editors with no changes.

2009-01-23: Extracted from N0164 by JWM

2008-08-26: Proposed by J3 (Fortran) and contributed by Dan Nagle

6.41+.1 Description of application vulnerability

Most languages define intrinsic procedures, which are easily available, or always "simply available", to any translation unit. If a translator extends the set of intrinsics beyond those defined by the standard, and the standard specifies that intrinsics are selected before procedures of the same signature defined by the application, a different procedure may be unexpectedly used when switching between translators.

6.41+.2 Cross reference

6.41+.3 Mechanism of failure

Most standard programming languages define a set of intrinsic procedures which may be used in any application. Some language standards allow a translator to extend this set of intrinsic procedures. Some language standards specify that intrinsic procedures are selected ahead of an application procedure of the same signature. This may cause a different procedure to be used when switching between translators.

For example, most languages provide a routine to calculate the square root of a number, usually named sqrt(). If a translator also provided, as an extension, a cube root routine, say named cbrt(), that extension may override an application defined procedure of the same signature. If the two different cbrt() routines chose different branch cuts when applied to complex arguments, the application could unpredictably go wrong.

If the language standard specifies that application defined procedures are selected ahead of intrinsic procedures of the same signature, the use of the wrong procedure may mask a linking error.

6.41+.4 Applicable language characteristics

This vulnerability description is intended to be applicable to implementations or languages with the following characteristics: 

Any language where translators may extend the set of intrinsic procedures and where intrinsic procedures are selected ahead of application defined (or external library defined) procedures of the same signature.

6.41+.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

- Use whatever language features are available to mark a procedure as language defined or application defined.

- Be aware of the documentation for every translator in use and avoid using procedure signatures matching those defined by the translator as extending the standard set.

6.41+.6 Implications for standardization

Language standards should:

- clearly state whether translators may extend the set of intrinsic procedures or not

- clearly state what the precedence is for resolving collisions

- clearly provide ways to mark a procedure signature as being the intrinsic or an application provided procedure

- provide that a warning is issued when an application procedure matches the signature of an intrinsic procedure
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