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6.x.1 Description of application vulnerability

On some platforms, and in some languages, instructions can modify other instructions in the code space (“self-modifying code”).   
  [Note from Tom: could we just drop this DLL topic?  It seems rather tangential to language vulnerabilities …]
6.x.2 Cross reference

JSF C++ AV rule 2: No self-modifying code.

6.x.3 Categorization

[tbd].

6.x.4 Mechanism of failure

On some platforms, a pointer-to-data can (erroneously) be given an address value that designates a location in the instruction space.  If subsequently a modification is made through that pointer, then a critical undefined behavior can result.
6.x.5 Range of language characteristics considered

This vulnerability description is intended to be applicable to languages with the following characteristics:

· Pointer-to-data can be given an address value that designates a location in the instruction space

· Any other method to create self-modifying code;
· 
6.x.6 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

· Avoid implementation languages that allow self-modifying code.
· Each assignment to, or modification of, a pointer should be verified to be semantically correct.

6.x.7 Implications for standardization

[tbd]
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