6.x
RVG Pointer Arithmetic 

6.x.0
Status and history

2007-11-19 Edited by Benito

2007-10-15, Decided at OWGV meeting #6: “Write a new description RVG for Pointer 
Arithmetic, for MISRA C:2004 17.1 thru 17.4.”
6.x.1
Description of application vulnerability

Using pointer arithmetic incorrectly can lead to miscalculations that can result in serious errors, buffer overflows and underflows, and addressing arbitrary memory locations.

6.x.2
Cross reference

CWE: none

JSF: 215

MISRA: 17.1, 17.2, 17.3, and 17.4
6.x.3
Categorization

See clause 5.?. 
6.x.4
Mechanism of failure

Pointer arithmetic used incorrectly can produce:


· Buffer overflow

· Buffer underflow

· Addressing arbitrary memory locations

· Addressing memory outside the range of the program 

6.x.5
Range of language characteristics considered

This vulnerability description is intended to be applicable to languages that allow pointer arithmetic
6.x.6
Avoiding the vulnerability or mitigating its effects

· Use pointer arithmetic only for indexing objects defined as arrays.

· Use only an integer for addition and subtraction of pointers

6.x.7
Implications for standardization

<Recommendations for other working groups will be recorded here. For example, we might record suggestions for changes to language standards or API standards.>

6.x.8
Bibliography
<Insert numbered references for other documents cited in your description. These will eventually be collected into an overall bibliography for the TR. So, please make the references complete. Someone will eventually have to reformat the references into an ISO-required format, so please err on the side of providing too much information rather than too little. Here [1] is an example of a reference:

[1] Greg Hoglund, Gary McGraw, Exploiting Software: How to Break Code, ISBN-0-201-78695-8, Pearson Education, Boston, MA, 2004

