6.<x> XZM Missing Parameter Error [Parameter Signature Mismatch?]
6.x.0 Status and history

IN
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2007-07-13, Edited by Larry Wagoner

6.<x>.1 Description of application vulnerability

If too few arguments are sent to a function, the function will still pop the expected number of arguments from the stack.  Potentially, a variable number of arguments could be exhausted in a function as well. 

6.<x>.2 Cross reference

CWE: 

234. Missing Parameter Error

6.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
6.<x>.4 Mechanism of failure

There is the potential for arbitrary code execution with privileges of the vulnerable program if function parameter list is exhausted or the program could potentially fail if it needs more arguments then are available.

[Linking separately compiled modules can be a problem. Using an object code library can be a problem.]

6.<x>.5 Possible ways to avoid the vulnerability

Forward declare all functions.  Properly forward declaration of all used functions will result in a compiler error if too few arguments are sent to a function. 
[Some languages have facilities to assist in linking to other languages or to separately compiled modules.]
6.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 

