6.<x> EWF Undefined Behaviour

6.x.0 Status and history

Pending (rewrite needed)

2007-07-19, Edited by Jim Moore

2007-06-30, Created by Derek M. Jones, derek@knosof.co.uk 

6.<x>.1 Description of application vulnerability

The behaviour of a program that depends on a construct having undefined behaviour is not predictable.

6.<x>.2 Cross reference

Ada: Clause 3.4.3 undefined behaviour [should be 1.5 and "erroneous execution"]

C: Clause 3.4.3 undefined behaviour [and J.2]

C++: Clause 1.3.12 undefined behaviour

Fortran: ??? [probably a category of "processor dependency" or "illegal program" and some may be included in Annex F. In section 1.7, the standard says, in effect, that a program that will execute undefined behaviour is an "illegal program". Or maybe it's a "non-standard conforming program".]

CWE: Nothing applicable

6.<x>.3 Categorization

See clause 5.1.3.

6.<x>.4 Mechanism of failure

Language specifications often call out when the behaviour of a language construct is undefined (i.e., no specific behaviour is required and the translator or runtime system is at liberty to do anything it pleases).

6.<x>.5 Interrupting the failure mechanism

This vulnerability can be avoided by not using the construct or using it in a way that guarantees that the domain of its behaviour does not fall into undefined behaviour.

6.<x>.6 Assumed variations among languages

This vulnerability is intended to be applicable to languages with the following characteristics:

· All languages whose specification allows the use of constructs whose behaviour is not defined in some way and for which a translator is not required to issue a diagnostic. 

6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

· Ensuring that the language construct is not used. 

· Ensuring that a use of a construct having undefined behaviour does not operate within the domain in which the behaviour is undefined. [This might be accomplished with a run-time check.] 
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