6.<x> XYH Null Pointer Dereference

6.x.0 Status and history

PENDING

2007-07-20, Edited by Jim Moore

2007-07-13, Edited by Larry Wagoner

6.<x>.1 Description of application vulnerability

A null-pointer dereference takes place when a pointer with a value of NULL is used as though it pointed to a valid memory area.

6.<x>.2 Cross reference

CWE: 

467. Null Pointer Dereference

6.<x>.3 Categorization

See clause 5.?. 
Group: Dynamic Allocation
6.<x>.4 Mechanism of failure

A null-pointer dereference takes place when a pointer with a value of NULL is used as though it pointed to a valid memory area.  Null-pointer dereferences often result in the failure of the process or in very rare circumstances and environments, code execution is possible.

6.<x>.5 Interrupting the failure mechanism

Before dereferencing a pointer, ensure it is not equal to NULL. 
6.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
[Some languages don't have pointers. Some languages raise a run-time check, obviating the need for the programmer to explicitly check.]
6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means.>

